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Situation: Republic of Cote d'Ivoire

In the case of The Prosecutor v. Laurent Gbagbo and Charles Blé

Goudé - ICC-02/11-01/15

Presiding Judge Cuno Tarfusser, Judge Olga Herrera Carbuccia and

Judge Geoffrey Henderson

Trial Hearing - Courtroom 1

Tuesday, 30 May 2017

(The hearing starts in open session at 9.27 a.m.)

THE COURT USHER: [9:27:09] All rise.

The International Criminal Court is now in session.

Please be seated.

PRESIDING JUDGE TARFUSSER: [9:27:25] Good morning.

Just before introducing the witness, I would like to communicate to the parties that
today we will examine witness or expert witness 606. Tomorrow we will not sit.
On Thursday we will introduce witness expert witness 583. And then wherever we
are, we go to Monday for the Defence to continue the questioning. Well, on
Thursday the OTP and then as of Monday, Monday and Tuesday for the Defence
teams.

Okay. Now --yes?

MR O'SHEA: [9:28:33] Your Honours, forgive me. Before the witness comes in,
there is a legal issue which arises which I should perhaps address you on briefly
before the witness comes in, which is this, it's not accepted by this Defence team that

this witness qualifies as an expert for the purposes of these proceedings.
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The reason I raise this now is because it seems to me, and it's my submission, that the
appropriate course is to have a voir dire on that specific issue, because in order to
determine in this specific case whether this individual qualifies as an expert for the
purposes of these proceedings, in my submission it would be necessary for us to put
certain questions to him on his expertise.

So my suggestion is that we have a voir dire on the specific issue of his expertise and
then once that issue is resolved and your Honours have made a decision, then we
proceed to questioning the witness in the normal way.

PRESIDING JUDGE TARFUSSER: [9:29:49] I think you can have the voir dire, no
problem. But we continue at the end and then we'll take a decision.

MR O'SHEA: [9:29:59] Very well, yes.

PRESIDING JUDGE TARFUSSER: [9:30:00] Yes. And then we will decide in due
course --

MR O'SHEA: [9:30:03] Yes.

PRESIDING JUDGE TARFUSSER: [9:30:04] -- on the qualification and on the merits.
MR O'SHEA: [9:30:07] Yes. Very well.

PRESIDING JUDGE TARFUSSER: [9:30:08] Okay.

MR O'SHEA: [9:30:09] So, in any event, we have two sessions of questioning.
PRESIDING JUDGE TARFUSSER: [9:30:14] Yes.

MR O'SHEA: [9:30:15] Thank you.

PRESIDING JUDGE TARFUSSER: [9:30:15] One on the qualification, one on the
merit.

MR O'SHEA: [9:30:19] Thank you.

PRESIDING JUDGE TARFUSSER: [9:30:20] Okay. That was meant -- what was for

me quite, I had foreseen this. Ihad foreseen this, such a way forward.
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MR O'SHEA: [9:30:31] Your Honour, thank you.

PRESIDING JUDGE TARFUSSER: [9:30:33] The Prosecution wants to intervene on
this?

MR DEMIRDJIAN: [9:30:38] Your Honours, I think it's a sensible solution, so we will
ask questions on the witness's expertise. If I understand, that will be followed by the
Defence's questions on his expertise.

PRESIDING JUDGE TARFUSSER: [9:30:47] Absolutely, yes. Very well.

MR DEMIRDJIAN: [9:30:52] That's sensible.

PRESIDING JUDGE TARFUSSER: [9:30:53] Mr Knoops.

MR KNOOPS: [9:30:54] Mr President, we have no observations. Thank you.
PRESIDING JUDGE TARFUSSER: [9:30:57] Thank you very much. Maitre Altit.
MR ALTIT: [9:30:59] (Interpretation) Yes, your Honour. This has nothing to

do -- I believe the issue has been dealt with. But if I could just have one moment, I
would like to ask the Prosecution how much time they expect to take on Thursday to
question the witness so that we can organise ourselves properly, whether we'll be
beginning with our examining of that witness on Thursday.

MR DEMIRDJIAN: [9:31:31] We will get that to you after the first break, your
Honours, as Mr MacDonald has --

PRESIDING JUDGE TARFUSSER: [9:31:35] Pardon? I'msorry. It was a bit fast.
MR DEMIRDJIAN: [9:31:38] We will get that information to you right after the first
break as Mr --

PRESIDING JUDGE TARFUSSER: [9:31:40] Today?

MR DEMIRDJIAN: [9:31:41] Yes, today, absolutely.

PRESIDING JUDGE TARFUSSER: [9:31:43] Okay. Thank you. Inany case, I

would ask you to start with that part which is prepared, because it has to do with
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Witness 626, for which you are for sure prepared. I mean, the Witness 583 has a
bigger amount of things, but also relates, relates very much on what, partly on what
expert Witness 626 has said, because they made it together. And for this I would
submit that you are prepared, because Witness 626 should have already been here to
testify. That's why, in case you limit yourself on Thursday on this part and then we
go to Monday, okay?

Thank you very much.

Now I would ask the court usher to bring the witness, expert Witness 626 in the
courtroom. And when I say expert witness, it's not an anticipation of anything.
(The witness enters the courtroom)

PRESIDING JUDGE TARFUSSER: [9:34:21] Good morning. Good morning,

Mr Witness.

WITNESS: CIV-OTP-P-0606

THE WITNESS: [9:34:29] Yes.

PRESIDING JUDGE TARFUSSER: [9:34:30] I would start with you, asking you to
give your full identity, the name, surname, date and place of birth.

THE WITNESS: [9:34:42] Yeah. My name is Mario Ruiz Mateos. I'm Spanish. I
was born in 1977, 29 March.

PRESIDING JUDGE TARFUSSER: [9:34:59] And you live in?

THE WITNESS: [9:35:02] In Spain, Madrid.

PRESIDING JUDGE TARFUSSER: [9:35:06] Can you tell us what is your occupation.
THE WITNESS: [9:35:10] I'm member of the Spanish Guardia Civil. Ihave been
working in the criminalistic service since 2003 as an expert, I have been working there
since 2004, and right now, since 2009, I am the technical head of the forensic image

area of the *digital forensic department.
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PRESIDING JUDGE TARFUSSER: [9:35:45] Thank you. Mr Ruiz, you will testify in
English language?

THE WITNESS: [9:35:49] Yeah.

PRESIDING JUDGE TARFUSSER: [9:35:50] I'm also addressing you in English
language, but this is a court which the working languages of this Court are French
and English. So you will be also asked sometimes in French. And in any case
everything we are saying has to be interpreted into the other language, working
language of the Court, and transcribed in two languages. Therefore, I would ask
you to speak slowly, so to help our interpreters and court reporters to interpret
correctly and to write down correctly what we are saying and, first and foremost, not
to overlap with the speakers. Just wait until the speaker is finished and then start
your answer.

If you do overlap or you go too fast, sometimes I give you a sign just to slow down.
THE WITNESS: [9:36:52] Okay.

PRESIDING JUDGE TARFUSSER: [9:36:53] Thank you. So you are aware that this
Chamber at the International Criminal Court has been established to try the case of
the Prosecutor versus Mr Gbagbo and Mr Blé Goudé?

THE WITNESS: [9:37:10] Yeah.

PRESIDING JUDGE TARFUSSER: [9:37:11] And you are called, together with many
other witnesses here, for the search, to help us in the search of the truth. And this
especially in your case is related to the area of your expertise and of what you have
been asked to do.

THE WITNESS: [9:37:37] Okay.

PRESIDING JUDGE TARFUSSER: [9:37:38] So you will be asked questions from the

Office of the Prosecutor, from the Defence teams of Mr Gbagbo and Mr Blé Goudé,
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and the only thing you have to do is to tell the truth.

THE WITNESS: [9:37:55] I understand.

PRESIDING JUDGE TARFUSSER: [9:37:56] And for that, before giving the floor to
the Office of the Prosecutor, I would ask you to read the formula I think you should
have in front of you, which is a solemn undertaking. So if you could please read
this.

THE WITNESS: [9:38:15] Yes. Isolemnly declare I will speak the truth, the whole
truth and nothing but the truth.

PRESIDING JUDGE TARFUSSER: [9:38:19] Thank you very much. And of course
you know that giving false testimony is an offence against the Court.

Are you fine? If you have any problems, any concerns at any time, you raise this
with me, and we'll try to address them. We have sitting hours of one hour and a half
each. So we will -- then we make breaks, and we have three of them. So we go into
the afternoon.

Are you ready?

THE WITNESS: [9:38:57] Yeah.

PRESIDING JUDGE TARFUSSER: [9:38:57] Okay. So I give the floor to the Office
of the Prosecutor for his questioning.

MR DEMIRDJIAN: [9:39:02] Thank you, Mr President.

QUESTIONED BY MR DEMIRDJIAN:

Q.  [9:39:06] Good morning, Mr Ruiz Mateos.

[9:39:09] Good morning.

[9:39:09] Are you sitting comfortably, ready to go?

[9:39:12] Yeah.

o> 0>

[9:39:12] Great. Just one clarification to a question of the Presiding Judge.
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There is a little bit of a typo in the transcript. Could you tell us since 2009 what is
your exact position? You said you were technical head.

A.  [9:39:31] Yes, technical head, technical director inside of the image -- in the
image forensic area, which is within the digital forensic department in the
criminalistic service.

Q. [9:39:47] Okay. And this criminalistic service is based in Madrid; is that
correct?

A.  [9:39:51] In Madrid, yeah.

Q. [9:39:52] Okay. So first I would like to start with your educational background
and then I will move on to your professional background.

A, [9:39:58] Okay.

Q.  [9:39:59] So can you tell us about your university degrees and the subject
matters of the courses you followed at university?

A.  [9:40:05] Yeah. Ibegan my university degree in Burgos, in my hometown. 1
changed this degree to Madrid when I was posted in the criminalistic service. I
finished it in 2010.  After I finished it -- this university degree related to computing
sciences in which you have to overcome matters, subjects like computing, how to
manage databases, how to set up computing networks, mathematics, how to work
with electronic equipment properly, physics related to electronic equipment, and this
is the most important subjects in this study.

After finishing it, I began a master's degree in the Autonomous, in the University of
Alcala de Henares, Madrid. It took me one year, and this degree was specially
designed in the matters of police sciences. This matter is how to collect evidences,
how to manage it, how to process it, and everything related to the criminal sciences,

criminalistic sciences in the Spanish law, in the Spanish criminal law.
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In addition to that, I have a diploma in forensic sciences related to the same subject
too. Iobtained it in the Autonomous University of Madrid. It took me one year
too.

And in this, having this training, I had very good knowledge how to get the evidences
in the field and in other fields, not only mine, how to fingerprint someone, how to
manage this kind of biological evidences.

And this has been my training, most of my training. This has been, let's say, a public
training. And in addition to that, we have this in my curriculum, you can see these
two training courses; the first of one took me three months, in which you have to
cover several subjects related to how to develop an investigation, whatever kind of
investigation, in the local units, in the local criminal units that are developed in the
regional, in the regional units in Spain.

The second one was the course that I was -- I did when I was promoted to sergeant.
And the final one is my SLP level inside of the NATO language level in English.

Q. [9:43:59] Very well. So if I understand, you have -- your highest degree is a
Master's degree?

A.  [9:44:05] Yeah, it's Master's degree.

Q. [9:44:07] Okay. And could you tell us, was there a specific topic with respect to
your Master's degree? Was there a theme or a topic that you had to explore?

A.  [9:44:16] Yeah. AsIsaid, in this Master's degree we cover several fields related
to the criminalistic sciences. In addition to that we had to, we covered everything
related to this, to the criminalistic sciences in the Spanish criminal law, and the final
step was a final work in this case related to my field of expertise in the using of open
source software in the image processing field.

Q.  [9:45:06] So the image processing, would you say that that's your area of
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specialty?

A. [9:45:14] Yeah, that's it.

Q.  [9:45:17] Okay.

A.  [9:45:18] Image processing, image -- image and video processing and image and
video authentication.

Q. [9:45:23] Okay. I'm taking a little pause between answer and question for the
interpreters.

A, [9:45:30] Okay.

Q.  [9:45:30] Now, with respect to -- just a moment, please. Yes.

With respect to the open source software you were mentioning a moment ago, did
you go through specialised training for the software or was this something that you
learned on the job?

A. [9:45:54] No. This is something that I learned from my years working in this
tield since -- this is something that sometimes could be very useful for the regional
units in order to carry on the very basic jobs in this field.

Q. [9:46:18] Very well. Now, you explained also the additional training that you
underwent. The one I can see on your resume, we can actually display the
curriculum vitae for the Trial Chamber, it's 0082-0352, and you make reference to a
training course in criminal investigation, police. What did you particularly learn
with this training?

A.  [9:47:02] In this training you learn the basis of how to carry on whatever kind of
investigation that is usually developed in one of our units. I mean, in this course to
get from how to proceed in a wiretapping or how to develop some kind of on the field
investigation as an undercover agent. In this case you have a broad knowledge of

this, of how a criminal investigation unit works.
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Q. [9:47:56] Very well. Iwould like to go to your professional experience. You
explained to us that you were in the Guardia Civil since 2003 and that you joined the
digital forensics department. Now, with respect to that, can you tell us your current
occupation? What does it entail? What does it require you to do on a day to day?
A.  [9:48:24] After all I would like to clarify that I joined the criminal service in 2003,
though I've been a member of the Guardia Civil since 1994. In 1994 I joined the civil
guard, young guards academy. I finished my basic training in 1996. After that 1
was posted in several units in which I developed work related to public security and,
as I said, I joined the criminalistic service in 2003.

I began to work as an expert in 2004 and I was posted, yeah, I was posted as a
technical director or technical head of the forensic image area in 2009.

These two works, these two posts are similar somehow, but as a technical director,
you have to review all the works performed, performed by the experts of my unit.
Apart from that, I have to do my usual duties as a boss of the area, giving the orders
from the command officer to the members of my unit.

I'm in charge of development of the procedures, like how -- which is the best
equipment that we have to -- that we need to perform our daily job, which is the
software that will give us the best result and which way we have to follow to go in the
same way as other laboratories in the European Union and Espafia, and in Spain.

Q.  [9:50:59] Now, you mentioned that you've been working in this criminalistic
department since 2003. Do you have maybe an approximate number of reports you
would have written for this criminalistic department with respect to the investigative
work you've conducted over the years?

A.  [9:51:25] Strictly related to the forensic image area, more than 300, 300. Ihave

drafted more than 300 expert reports, though I have been involved somehow in many
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others.

Q. [9:51:46] And could you give us maybe in a nutshell these 300 reports, what
type of cases did they relate to?

A.  [9:52:01] You could go from robbery to murder, criminal organisations,
sometimes terrorism and even matter of State.

Q.  [9:52:14] And you said that strictly related to the forensic image area, you wrote
300 reports, roughly. So what aspects of these cases involved forensic imagery?

A.  [9:52:34] Most of them, in most of them, we have performed some kind of image
enhancement in order to obtain a better view for the Court in order to gather the
information that the image and the video could offer in the best way and to somehow
give some kind of authenticity to the evidence, if it has it, just to know if the evidence
that we have is authentic or not, because I think this is something critical.

Q. [9:53:45] Very well. And besides these 300 reports, were you also required to
give expert testimony before a Court?

A.  [9:54:00] Yes, of course. Ihave been before a Court many times related to these
expert reports, not for all of them, because sometimes the Court didn't need our
testimony in order to give the final statement, but I can say that more than 50. Thave
been giving testimony more than 50 times in front of the Court.

Q.  [9:54:48] And where did you give this testimony? Was it primarily in Madrid
or was it elsewhere?

A.  [9:54:58] We tried to do it using video conference systems since in the
criminalistic service there are more than 200 experts working. And otherwise, we
won't have time to carry on with our investigation and with our expert reports.
Primarily, we do it in this way using video conference. But sometimes if the case is

very important, we have to go to the highest Court, which are located in Madrid.
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And sometimes -- no, always, when we have been working in a military case, since
we are a law enforcement agency, but we are military too, every time in which we are
carrying on a military investigation related to the military, we have to go in front of
court. There is no possibility to do it through video conference.

Q. [9:56:17] Very well. And you mentioned a moment ago that there are some
scenarios where you have important cases. Did that happen to you? Did you have
to testify in important cases?

A, [9:56:29] In most of them, because in these cases, most of the time you are
required to give testimony. As I said, in cases related to terrorism, criminal
organisations, big criminal organisations, and even matters of State.

Q. [9:56:59] Very well. And, Mr Ruiz Mateos, is it also true that you are teaching
forensic imagery?

A.  [9:57:07] Yeah. From time to time, I teach forensic imagery from my field of
expertise in the university and in our training, in our own training academy, Guardia
Civil Training Academy, for the officers, for the first responder investigator.
Annually, I usually have between 20 and 30 hours of -- I give more than between 20
and 30 hours of training.

Q.  [9:58:01] And which university do you teach at?

A.  [9:58:07] The Autonomous University of Madrid, Autonomous University of
Madrid, sorry, and as I said, in our training academy, in the training academy and in
the academy from which the newcomers, the new officers, they are having their first
training.

Q. [9:58:32] Very well. And a final question on your background. How would
you say that your experience and your education prepared you for the report that was

requested from you by the International Criminal Court?
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A.  [9:58:48] I think that my training, my education, my expertise have everything
that is needed in order to draft these expert report.

MR DEMIRDJIAN: [9:59:10] So, your Honours, at this stage I've completed the
section relating to the witness's backgrounds. I believe you wanted to give the floor
to the Defence to ask questions before --

PRESIDING JUDGE TARFUSSER: [9:59:19] No. I think you go ahead and then

we -- as normal practice. This is how I see it.

MR DEMIRDJIAN: [9:59:27] Okay.

PRESIDING JUDGE TARFUSSER: [9:59:28] You just go ahead until the end and then
we will have the Defence teams.

MR DEMIRDJIAN: [9:59:38] The reason why I'm asking this is that there was a
request for a voir dire, and I believe that your Honours has to rule --

PRESIDING JUDGE TARFUSSER: [9:59:43] No.

MR DEMIRDJIAN: [9:59:43] -- whether the witness is an expert before you hear the
expert witness.

PRESIDING JUDGE TARFUSSER: [9:59:47] No. Idon't see it like this. Please go
ahead and then we will decide.

MR DEMIRDJIAN: [9:59:55] Just a moment, please, your Honours. Your Honours,
I apologise to come back on the issue, but having looked at the jurisprudence we have
before this Court, our understanding is that before you hear a witness's -- an expert
witness's evidence, you have to accept that the witness is an expert. You have to be
satistied that the proposed witness is an expert and that you have to determine that
the anticipated testimony falls within the expertise of the witness and does not usurp
the functions of the Chamber.

Now, the jurisprudence, of course I can name it to you. We have it from the
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Ntaganda case, the Bemba Article 70 case, as well as the Kenya case. I can provide
those references if necessary.

PRESIDING JUDGE TARFUSSER: [10:00:53] Mr O'Shea.

MR O'SHEA: [10:00:55] Your Honour, I understand that perhaps your Honour's
approach is designed for judicial economy. Of course, there is another aspect of
judicial economy, which is that if there is a basis for rejecting part or the whole of the
assertion of expertise of this witness, then it will as it were shorten the rest of the
process. And then as my learned friend has rightly pointed out, there is the other
aspect of knowing exactly on what issues this witness is allowed to give his opinions
for the Court.

So in that sense, this is why I made the submission for the voir dire. But if your
Honours prefer to proceed in the way you've just pronounced, then we'll do so.
PRESIDING JUDGE TARFUSSER: [10:01:55] Well, I prefer to proceed in the way I
said before, that we go into the merits. Then you will obviously do your job in
challenging and then go into the merits and then we'll take a decision in due course.
MR O'SHEA: [10:02:12] That's accepted, your Honour. The only thing is, your
Honours must be aware that there may be objections during the course of the
testimony based on issues which are not yet decided. In other words, if we believe
that this witness should not be giving opinion on a specific matter, we may make an
objection. It's obviously up to the Chamber how it wishes to deal with that, but it
may be difficult to deal with those objections without that preliminary finding.

But I understand that your Honours ruled on how you wanted to proceed. I'm just
informing the Chamber as to -- so that the Chamber is not taken by surprise when I
stand up and make an objection at certain points.

PRESIDING JUDGE TARFUSSER: [10:03:00] Let me suspend for 5 minutes to
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consult with colleagues.

THE COURT USHER: [10:03:08] All rise.

(Recess taken at 10.03 a.m.)

(Upon resuming in open session at 10.28 a.m.)

THE COURT USHER: [10:28:38] All rise.

Please be seated.

PRESIDING JUDGE TARFUSSER: [10:29:02] Good morning. I'm sorry, more for
the public than for others, to say that we have the break now and we come back at
10.30, not before having asked the Office of the Prosecutor to send an email with the
references of the jurisprudence to this, because there is quite some discussion on this
issue. And we will come back. We make the break now so to anticipate and to
come back at 11 and then follow the second and third session as always.

Mr Ruiz, just we have to discuss further on this issue, and so we do the break now
and come back in half an hour. The hearing is adjourned.

THE COURT USHER: [10:30:00] All rise.

(Recess taken at 10.30 a.m.)

(Upon resuming in open session at 11.26 a.m.)

THE COURT USHER: [11:26:45] All rise.

Please be seated.

PRESIDING JUDGE TARFUSSER: [11:27:02] Mr O'Shea, the floor is yours.

MR O'SHEA: [11:27:05] Thank you.

QUESTIONED BY MR O'SHEA:

Q. Sergeant Mateos, I represent Laurent Gbagbo in these proceedings.

Are you still of the rank of sergeant today?

A.  [11:27:40] I'm sergeant anywhere, as a public servant, member of the Spanish
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Guardia Civil. As Spain is member of the International Criminal Court, I'm here as
an expert from the community to serve it, and my rank is sergeant.

Q. [11:28:06] Yes. That last bit was my question.

A.  [11:28:09] Yes.

Q. [11:28:09] So please try to confine yourself to my question.

Now you, when you were being questioned by the Prosecutor, you described your
expertise as software imaging, image processing; is that right?

A.  [11:28:34] Yeah, this is one of the training in my expertise.

Q. [11:28:40] Right. So I'd understood you to say to the Prosecutor that that was
your expertise, software image training?

A.  [11:28:54] My expertise?

Q. [11:28:55] Yes.

A. [11:28:56] No, no, no. My expertise -- can I answer?

PRESIDING JUDGE TARFUSSER: [11:28:59] Yes.

THE WITNESS: [11:29:06] My expertise, as an expert of the image forensic area and
as a technical director, is expert in image processing, image and media processing,
and image and video authentication.

Q.  [11:29:36] So you purport to be an expert in authentication of videos?

A. [11:29:40] Yeah. We perform this kind of tasks.

Q. [11:29:53] Right. Now, when you were setting out your educational history,
your educational history appears to be fairly general in terms of computers; would
that be fair?

A.  [11:30:16] I have to say, answering your question, that this is, when we are
talking about my expertise, the major training that I have completed. As part of this

training, as you can imagine, I have fulfilled several minor training in universities and
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in public and private institutions.

Q. [11:30:52] Your degrees are essentially based around computer science; would
that be right, your degrees?

A. [11:31:03] My degree, my first degree in computing sciences, though, as I
explained, I have fulfilled other training related to the criminalistics, criminalistics
sciences.

Q.  [11:31:21] Your training courses, are they the ones listed in your CV? In other
words, expert in criminal investigation police and promotion to Guardia Civil
sergeant? Are those the training courses which you have done?

A. [11:31:47] This is, as I said, the major of them. The most important of them.

Q. [11:31:52] Right. So you have done others which are not on your CV?

A. [11:31:55] No. Inthe CV, but, yeah, it will be almost five pages CV in this case.
Q. [11:32:05] I'see. So the CV you've provided to the Court you've provided two
training courses because --

A.  [11:32:16] Two training?

Q. [11:32:18] In the CV which you have provided to the Court, you have provided
reference --

A. [11:32:25] Yeah.

Q.  [11:32:26] -- to two training courses because they are the most significant; is that
right?

A.  [11:32:32] In this case, these training courses have been courses that I have done
inside of the Guardia Civil training system.

Q. [11:32:50] And am I to understand you correctly that the reason why you have
mentioned only two to the Court is because they are the most significant; or have I

misunderstood you?
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A.  [11:33:02] This is the most significant inside of the Guardia Civil training
system.

Q. [11:33:07] Okay. This training course, Expert in Criminal Investigation Police
in Madrid, how many days did it last?

A. [11:33:21] It took me about a month and a half.

Q. [11:33:36] And what were the subject areas covered by that training?

A.  [11:33:47] Criminal law and the most basic knowledge about how to gather and
how to process evidences. These evidences could be a fingerprint, could be a
biological evidence, could be a digital evidence.

Q. [11:34:22] And how much time, if any, was spent on the authentication of video
evidence?

A.  [11:34:50] Authentication, about training, on the one hand, on the one hand,
during the time in which I've been working in the lab. This is something that I have
learned by the documentation from other experts and from -- there is even a specific
training that we have had two years ago about authentication, but this is something
that we have learned from, as I said, from other experts and from the procedures that
we follow in our lab.

Q. [11:35:36] Okay. And this training course, Expert in Criminal Investigation
Police in Madrid, was any part of that training course the authentification of video
evidence?

A.  [11:35:51] No.

Q. [11:35:52] And the second training course which you've mentioned on your CV
is Promotion to Guardia Civil Sergeant Baeza.

A.  [11:36:06] Yeah.

Q. [11:36:07] Was any part of that training course dealing with the authentification
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of videos?

A.  [11:36:12] No.

Q. [11:36:28] Have you produced any publications dealing with the issue of
authentification of videos?

[11:36:35] No, until now.

[11:36:36] Can you refer us to the major publications on this subject?
[11:36:54] Authentication?

[11:36:55] Yes.

> o > O »

[11:36:56] Related to this authentication, right now there are several softwares
which, trying to obtain the best, trying to analyse images in order to gather some
results which have to be interpreted by an expert. One of them, one of these
software, we are in the process of getting it. But in this case the authentication has
been very easy --

Q. [11:37:44] Can I stop you there?

A. [11:37:45] Yeah.

Q. [11:37:45] Because my question was quite specific. [ was asking you if you
could provide us or tell us the references for the main publications which have come
out academically on the issue of authentification of video evidence?

A. [11:38:12] Not now.

Q. [11:38:15] These are things that you don't know; is that right? You would have
to look up?

A.  [11:38:21] Depending on the case in which we are involved, we have to search
more information about how to process.

Q. [11:38:38] Is the major part of your expertise software?

A.  [11:38:59] It's one of the parts in which I develop my work. But the main part
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is image processing in the forensic field, and as I said, authentication.

Q. [11:39:22] Would you consider yourself as a recognised expert on the
authentification of videos?

A, [11:39:33] Yes.

Q.  [11:39:33] And what would be your basis for making that statement?

A.  [11:39:41] First, because I have been working in this field for more than 10 years,
and I have faced many cases related to the video authentication.

Q.  [11:40:20] In those cases that you have done this, what software have you
employed for the purpose?

A.  [11:40:31] Mostly VirtualDub, Adobe Audition, Audacity, GSpot and Medialnfo,
sometimes WinHex, *FTK Imager, for now this.

Q. [11:41:18] How does VirtualDub assist in the process of authenticating a video?
A.  [11:41:32] VirtualDub has a very useful tool because, using it, you can see the
way in which the information of the video file is organised, of some video files,
depending on the format. Apart from that, this is very useful because it allows to the
expert to perform very good observation of the footage and, of course, you will have a
proper audio listening.

Q. [11:42:37] When you have given evidence, has it always been in the Spanish
courts or have you given evidence in other courts?

A. [11:42:47] Always in Spanish courts.

Q.  [11:42:52] And when you give evidence in the Spanish courts as an expert, is
there within the Spanish legal system a protocol for experts giving testimony which
should be followed by those experts?

A.  [11:43:14] First of all, the Court has to consider them as expert. In my case, as I

am, as I said, a civil servant and a public employee member from the civil guard, from
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the Guardia Civil, and a member from the criminalistic service, having my expertise
in my CV, this is everything that is required in a Spanish court to give testimony.

Q.  [11:44:01] Is there not a protocol on how expert reports should be prepared?

A. [11:44:10] Yes, there is a protocol. There are protocols, yeah.

Q.  [11:44:13] Is it part of those protocols that when you as an expert witness give an
opinion, an expert opinion, in a report, you must set out the steps you have taken and
the methodology which you have employed?

A. [11:44:38] Yeah. If there is some kind of subjective opinion, you have to remark
it. This, in this case, there was nothing subjective.

Q. [11:45:04] I haven't quite understood you. Are you saying that you only set out
your methodology and your steps if there is something subjective?

A. [11:45:18] Could you repeat, please?

Q.  [11:45:21] Well, you said, I asked you whether within the protocols in Spain for
expert witnesses, it was stated in those protocols that if you give an expert opinion,
you have to set out your steps and methodology for reaching that opinion, and you
said yes.

A.  [11:45:45] Most of the time we do not give opinions. And if there is an opinion,
something subjective, we announce it in the expert report.

Q.  [11:45:59] If I take you to 3.3 of your expert report headed Authentification
subheaded 3.3.1 Critical Observation Video and Audio, you state the following;:

"This step involves a thorough observation of the footage in order to find any kind of
trace of a noncontrolled video addition or manipulation. In this analysis the experts
do not notice any occurrence that could mean some of the -- of mentioned events."
Now, do you consider as an expert witness that those three lines are compliant with

the requirement of an expert witness --
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A. [11:47:04] Yes, I think so.

Q. [11:47:06] -- to provide their steps and methodology before reaching an opinion?
PRESIDING JUDGE TARFUSSER: [11:47:13] Mr Demirdjian.

MR DEMIRDJIAN: [11:47:15] Mr President, I believe the questions now are going
outside the realm of establishing the expertise of the witness. We're going into the
methodology of the report.

PRESIDING JUDGE TARFUSSER: [11:47:24] Well, we're going into the report.

MR DEMIRDJIAN: [11:47:26] Exactly. So I believe we're going outside the voir
dire.

MR O'SHEA: [11:47:30] It's absolutely -- sorry, your Honour.

PRESIDING JUDGE TARFUSSER: [11:47:33] No. Because then I could also decide
some other parts, which I'm reading, which would be different.

MR O'SHEA: [11:47:40] It's not a technical question of whether I am citing part of a
report or not. I am staying within the bounds of the inquiry. And the inquiry is
whether this witness can be considered as an expert.

PRESIDING JUDGE TARFUSSER: [11:47:55] Well, in any case he has already
answered the question --

MR O'SHEA: [11:47:58] Yes.

PRESIDING JUDGE TARFUSSER: [11:47:58] -- the question, saying "yes." Please
go ahead.

MR O'SHEA: [11:48:02] Thank you.

Q. [11:48:04] Now, is it part of the requirements of being an expert in Spain that the
expert is impartial?

A. [11:48:35] Yes, of course.

Q. [11:48:36] Right. Now, in your instruction from the Office of the Prosecutor,
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you were requested to enhance a video.

A, [11:48:54] Yes.

Q.  [11:48:55] And to explain your methodology in doing that.

A. [11:49:00] Yeah.

Q.  [11:49:01] You were not asked to comment on the authenticity of the video. So
my question to you is why did you not confine yourself to the parameters of your
mandate?

A.  [11:49:26] This is a very good question, first, because if we don't know that the
video footage is authentic, we don't know if we are going to perform the
enhancement over the best version of the video file.

This is why we perform first or we perform at the same time this. We perform this
analysis.

Q. [11:50:17] So if I'm to understand you correctly, in the production of this report,
it was not part of your objective to provide the Chamber with an opinion on
authenticity? Would that be right?

A. [11:50:31] Could you repeat it again?

Q. [11:50:33] Well, you've just explained that the reason why you went beyond the
mandate specifically given to you and you went into the issue of authenticity is
because it was relevant to your analysis and your ability to enhance the video,
because if you did not have the best copy, it would be better to enhance the best copy.
Did I understand you correctly? That was the reason you've given for going into the
issue of authenticity; is that right?

A.  [11:51:18] Let me say that we always go into this issue. In this expert -- and in
this expert report, sorry, and in whatever other expert report.

Q.  [11:51:32] And what is the purpose of always doing that?
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A.  [11:51:38] Because otherwise we were offering here in front of the Court our
result without taking care of the authenticity of the video that has been provided to us.
It means that we could offer a result without wrongness.

PRESIDING JUDGE TARFUSSER: [11:52:14] Excuse me, what do you understand
under the word "authentication" or "authenticity"?

THE WITNESS: [11:52:19] That the video file has been no tampered with.
PRESIDING JUDGE TARFUSSER: [11:52:30] Not that what is on the video file is
real?

THE WITNESS: [11:52:37] This is in this case, in this case, we could have someone
pretending to be doing something without doing properly, a performance, let's say,
but this is out of the --

PRESIDING JUDGE TARFUSSER: [11:53:14] No, no. I've understood. Yes.

THE WITNESS: [11:53:17] Yes.

MR O'SHEA: [11:53:18]

Q.  [11:53:19] So to come back to what I was getting at with you, sergeant, it was the
issue of when you are writing your report, what your objective was. Now, we know
what your mandate was. So part of your objective was to report on how you
enhanced the video.

Now, since this aspect of authentification was something which was subsidiary, if I've
understood you correctly, subsidiary and necessary to the process of enhancement, is
it right that it was not part of your objective in talking about authenticity to give an
expert opinion to the Court on that subject?

MR DEMIRDJIAN: [11:54:29] I'm sorry, your Honours, how is the witness's
objective before this Court relevant? I would object to this on the basis of

irrelevance.
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MR O'SHEA: [11:54:43] It's relevant, your Honours, because we have an unusual
situation here where somebody is asked to give an expert opinion on a specific subject.
They go outside that mandate and give what appears to be an opinion on another
subject, although according to the witness, this is connected.

So if it was not the objective of this witness to provide an opinion to the Court on the
issue of authenticity, then it will be incumbent upon the Court, in my submission, to
say that his expertise is on the enhancement of the video, if we come to that, but not
on the issue of authenticity.

So, in other words, if the witness himself did not have that objective in writing the
report, and I've outlined with the witness the possible inadequacy of the explanations
behind it, then it would not be right, in our submission, for the Court to accept the
witness as an expert on that specific issue.

So that is the relevance of the question.

PRESIDING JUDGE TARFUSSER: [11:56:08] But I read also, now I say it, I read also
in the report the part where it says the expert report does not pronounce about
whether or not the footage is authentic or not.

This is also written in the report, right?

MR O'SHEA: [11:56:23] That's right, your Honour. Your Honour will remember
that a moment ago you asked the witness --

PRESIDING JUDGE TARFUSSER: [11:56:27] Yes.

MR O'SHEA: [11:56:28] -- about what he meant by authenticity.

PRESIDING JUDGE TARFUSSER: [11:56:30] I do remember, yes.

MR O'SHEA: [11:56:31] And the witness's response was that he's dealing with
whether the video has been in any way manipulated. So that's a question of

definition. So clearly, when the witness says that he's not purporting to give an
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opinion on whether the video is authentic in the sense of real or not, then that is
consistent with what he is saying.

But the question for me is however one defines authenticity, even if one defines it as
whether the video has been manipulated, was it his objective to give an opinion on
that or not? And if not, we say then that closes the door on him being an expert on
that issue.

PRESIDING JUDGE TARFUSSER: [11:57:29] I probably will never understand this
sort of, on how you deal with these things. But please put the question and then
we'll continue.

MR O'SHEA: [11:57:44]

Q. [11:57:46] So you've got your mandate, enhance the video, explain the video.
You've obviously got your objective in explaining to the Court how you enhanced the
video. You've explained in answer to my questions that dealing with the issue of
authentification is a necessary step in your process with regard to enhancement.

So what I am suggesting to you is that it was not part of your objective in writing this
report to give an expert opinion to the Court on the issue of authentification; am I
right about that or not?

A.  [11:58:37] In this case I could offer to the Court the best information about my
expertise about the authentication. But I have said always that we are going -- we
perform a video enhancement process. We perform at the same time the
authentification process in order to know if we are having a video with -- a video that
has been tampered with.

But this is -- I established a conclusion regarding about authentification regarding the
results that we have obtained. But it's the Court having all the information who has

the final statement about the authenticity of the video.
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Apart from that, we have performed the video enhancement. And this is something
that we always follow, because otherwise we will be enhancing and processing videos
and images that probably has been tampered with.

Q. [12:00:31] So what you stated in 3.3.1 was, to use your words earlier, not a
subjective opinion on authentification, but simply providing information to the
Chamber with regard to your steps for enhancement of the video?

A.  [12:00:54] As I said, this is not part of the enhancement. This is part of the
authentification. And in this point 3.3.1, we perform one of the most basic but
powerful analysis, which is the critical and audio observation.

Q. [12:01:19] And to answer my question, in your view, 3.3.1 is not a subjective
opinion as you described earlier?

A.  [12:01:30] It's not a subjective opinion.

Q. [12:01:32] Right. Thank you very much.

MR O'SHEA: Those are all my questions.

PRESIDING JUDGE TARFUSSER: [12:01:36] Mr Knoops.

QUESTIONED BY MR KNOOPS:

Q. [12:02:00] Good afternoon, Mr Ruiz Mateos.

A.  Good afternoon.

Q. I'm counsel for Mr Blé Goudé. My name is Geert-Jan Alexander Knoops. I'm
a lawyer in the Kingdom of The Netherlands. I'll have some additional questions for
you, sir.

First I have two additional questions on your CV. The teachership you mentioned in
the University of Madrid isn't an academic position; is that correct?

A. [12:02:35] Which one, the first one?

Q.  [12:02:36] First one, teacher, because I understood that you --
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[12:02:40] No.

[12:02:40] -- on an ad hoc basis --

[12:02:44] Yes.

[12:02:45] -- sometimes deliver a lecture to students?

[12:02:48] Yes, that's it.

[12:02:49] So you don't hold a formal academic position at university?

> o > O » 0O »

[12:02:53] I have to say that I don't have an academic position. But if we
consider that I have done it for eight years now, really, really, I don't know which
kind, which kind of position, of official position, could it be inside of the structure of
the university.

Q. [12:03:27] Okay. Thank you.

With respect to your CV, I notice you have mentioned there one publication in a
journal, Using Open Software in Forensic Image, which isn't about authenticity of
videos, right?

A. [12:03:49] No. It was a little bit about it.

Q. [12:03:51] Yes. Which year -- it is an article of about 9 pages, I observe. Which
year was it published by you, this article of 9 pages?

A.  [12:04:03] Which year?

Q.  [12:04:05] Which year?

A. [12:04:06] The article?

Q.  [12:04:08] Yes, Which year? Which year did you publish the article of 9 pages
in this journal?

A.  [12:04:13] I'm sorry, but could you repeat? Ah, which year?

Q. [12:04:18] Yes.

A, [12:04:19] 2012, I think was 2012.
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[12:04:32] Did you publish this under your own name or with --

[12:04:35] Yeah.

[12:04:35] -- a coauthor?

[12:04:37] Under my own name, under my own name.

o > 0 > 0O

[12:04:40] Was this article being peer reviewed by a panel of experts before it
was published?

A. [12:04:45] I don't think so.

Q. [12:04:53] All right. Speaking about publications, you have produced to the
Prosecution a book of Mr Anil Jain, Fundamentals of Digital Image Processing?
[12:05:12] Yeah.

[12:05:13] Which is of 1989?

[12:05:17] Yeah.

[12:05:18] So that's 27 years ago?

> O » O »

[12:05:20] Yeah.

Q.  [12:05:20] Can you perhaps mention one of the most recent publications on
forensic images, video imaging, in the last -- can you mention one of the most famous
works in the last couple of years published in this field?

A.  [12:05:43] I have to say that the most important, the most important company
working in this field which has many experts and we used to follow Amped Five.

It's an Italian based company. They have very good professionals working in this
company, and they used to provide us with this kind of information. And about this,
this specific book, as you have said, it's a very, it's an old book, but it has all the bases
related with image processing.

Q. [12:06:34] Right. But my question to you was, sir, whether you can mention

one of the most recent academic publications in the field of video imaging or
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authentification in your field?

A. [12:06:47] Not now.

Q. [12:06:48] Not now. You have also provided the Prosecution with an article of
Mr Giovanni Ramponi, Warp Distance for Space-Variant Linear Image Interpolation.
Can you enlighten the Court which date this publication stems from, from Mr
Ramponi?

A. [12:07:12] I don't remember, but I think that it was 2000 and -- maybe 2005, 2003.
Q. [12:07:46] But that's you have to guess or you cannot be more specific?

A. [12:07:56] I cannot remember the exact date.

Q. [12:07:59] Right. The article you provided the Prosecution with the name
Full-Frame Video Stabilization from research Microsoft Asia in China, can you inform
the Court when this article was published? It's authored by Mr Matsushita, et al,
four persons. Which year is this publication?

A.  [12:08:45] I cannot tell you the exact date, but I don't think it would be quite the
same year, 2003, 2005.

Q. [12:08:57] Right. Mr Ruiz Mateos, are you familiar with the IAI resolution of
2002, number 12. I guess you know what IAI stands for, abbreviation IAI?
[12:09:25] IAL

[12:09:29] You don't know?

[12:09:29] Can you tell me?

[12:09:30] Ever heard about the International Association for Identification?

[12:09:34] No.

O T S

[12:09:35] No. It's Resolution of 2002, number 12 was one of the basic
resolutions by this international association to formally recognise forensic video as a

scientific discipline of forensic imaging. Does that ring a bell to you?
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[12:09:59] No.

[12:10:02] The abbreviation SWGIT. Can you inform the Court where this --

[12:10:15] Can you repeat?

S

[12:10:16] SWI -- sorry, SWGIT, SWGIT. The abbreviation I mentioned, can
you inform the Court where does this abbreviation stands for? If you don't know,
you can say to the Court, Mr Ruiz Mateos.

A.  [12:11:20] Yes, there is a group in the United States, but I do not remember if it is
the same, who used to release procedures and some expertise about how to deal with
in order to gather from image. I don't know this is the name of this group.

Q. [12:11:46] Does the name Scientific Working Group on Imaging Technology ring
a bell to you?

A. [12:11:53] Yeah. I think this is the same.

Q. [12:12:01] And what were the workings of this group? Can you tell the Court
what --

A, [12:12:05] If this is the same group that I am talking about --

Q. [12:12:10] Yes.

A.  [12:12:10] - it's a group made by several law enforcement agencies, and they
provide very basic information related to how to gather the video footage from DVR
systems and how to, how to do it in the best way.

Q. [12:12:35] Are you familiar with the publications of this scientific working group
on imaging technology?

A.  [12:12:46] As 1 said, if we need to get some information apart from the

company -- apart from the training that we have from universities, we look for it on
the Internet, but we have not any kind of -- we are not into any kind of publication.

Q.  [12:13:16] Are you familiar with their best practices guidelines which are
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included in one of the sections of their publications, the best practices for
documenting image enhancement? Are you familiar with those best practices?

A.  [12:13:34] Best practices? We follow them. We follow best practices.

Q.  [12:13:40] But are you familiar with the best practices of this scientific working
group on imaging technology, this worldwide working group?

MR DEMIRDJIAN: [12:13:51] I apologise, your Honours. I don't believe that my
learned friend has established that this is a worldwide group.

PRESIDING JUDGE TARFUSSER: [12:13:59] That's why I say. It could also be --
MR KNOOPS: [12:14:02] Okay.

PRESIDING JUDGE TARFUSSER: [12:14:03] -- everybody can --

MR KNOOPS: [12:14:04] I will rephrase.

PRESIDING JUDGE TARFUSSER: [12:14:05] -- everybody can say for themself it's
the best.

MR KNOOPS: [12:14:08] Okay.

Q.  [12:14:09] Are you familiar with the section in their workings of the scientific
working group section which deals with best practices, and if so, can you indicate
which section in the publications of the science working group deals with best
practices?

A.  [12:14:25] About this scientific group, as I told you --

Q. [12:14:29] Yes.

A.  [12:14:29] -- this is something that we know. We used to get information from
this, from this group. But we usually, we are a member of the MC, the MC group,
the European group of the forensic laboratories, and these are, let's say, the guidelines
that we used to follow, that I think that won't be so different than the ones that this

group that you have presented have.
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Q.  [12:15:12] But that's an assumption, unless you can tell us that you are familiar
with those best practices, isn't it?

A.  [12:15:19] We are aware of best practices.

Q.  [12:15:25] Mr Ruiz Mateos, the report you drafted which contains three pages, is
this the format of this report you drafted? Is this the format you always have used
during your 300 reports --

A.  [12:15:49] No.

Q. [12:15:50] -- you say to have written --

A.  [12:15:51] No.

Q.  [12:15:52] -- in the history of your career?

A. [12:15:55] No. Some of them have been larger or shorter.

Q. [12:16:04] So did this report of three pages is not your normal format?

A. [12:16:09] No. In this case, no. It depends.

Q. [12:16:12] Did you follow with writing this report those best practices of this,
well, of any --

A. [12:16:18] Yeah.

Q.  [12:16:19] -- organisation you are affiliated with?

A. [12:16:22] Yes.

Q. [12:16:22] Yes. Can you mention the best practice which says how an expert
report on your field should be presented to a court of law? What is the best practice
on the basis of which you have drafted this report?

A. [12:16:40] Yeah. First, you have to take care and you have to consider from
where, from which origin the file, the video file have been obtained. You have to
ensure the most -- you have to ensure in your level that the video file hasn't been

tampered with. It has signature, is very useful for this, it has signature.
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You have to fulfil the requirements that are asked to you in order to enhance the
video file, in this case, the requirements that were given from the Court.

Q. [12:17:52] Can you mention the document on which you based this information?
What is the basis of this information? What document? Which best practice you're
referring to? Name us, name us the document you mentioned.

A.  [12:18:07] I have to tell you that we have our own document, our expertise, and
we base the way we --

Q. [12:18:18] So it's an internal document?

A.  [12:18:20] We have internal documents, yeah, of course.

Q. [12:18:22] So you based this report on internal guidelines by your organisation;
is this correct?

A.  [12:18:29] Yes, these internal guidelines first.

Q. [12:18:31] Yeah. Well, you don't have to repeat them. Sorry, sir.

A. [12:18:35] Yeah.

Q.  [12:18:36] Just my question is whether it's correct that your report of 3 pages is
based on an internal document guideline.

A.  [12:18:44] Yeah.

Q. [12:18:44] Thank you. Now, was your report in any way peer reviewed by a
second expert before it was submitted to the Court? Was this report reviewed by a
second person?

A. [12:18:57] Yeah. It was reviewed.

Q. [12:18:59] And who was this person? Was this the guy, sorry, was this the
person who is mentioned in annex 4 of your report, Mr Félix Gomez.

A, [12:19:13] Yes.

Q.  [12:19:14] Who since 2015 is apparently an expert, and previously he was a
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Guardia Civilian agent; is that the person you mentioned?

A. [12:19:25] Yeah.

Q.  [12:19:25] But he is much more junior than you, isn't he?

A.  [12:19:28] Yeah.

Q.  [12:19:29] But if you look at his CV, he is less experienced.

MR DEMIRDJIAN: [12:19:32] Your Honours, I object.

PRESIDING JUDGE TARFUSSER: [12:19:34] Without overlapping. Yes.

MR DEMIRDJIAN: [12:19:36] Your Honours, I would object again as we are going
outside the boundaries of establishing the expertise of this witness, and we are going
into the methodology of preparing the report and so on.

MR KNOOPS: No, no.

Q.  With all due respect, the report, and it's one of my questions, is apparently, and
that's my question to Mr Ruiz Mateos, is at least peer reviewed or coauthored by a
second person.

THE WITNESS:

A. [12:20:06] Yeah.

Q.  [12:20:06] And you acknowledge that this person has less experience than you,
you acknowledge this?

A, [12:20:10] Yes.

Q.  [12:20:10] My question now to you, sir, which -- did Mr Gémez write any
portion in this report or was this report ultimately and exclusively written by you?
MR DEMIRDJIAN: [12:20:20] This is the same objection.

PRESIDING JUDGE TARFUSSER: [12:20:21] No, no. But I understand.

MR KNOOPS: [12:20:24] It's not about the methodology, Mr President.

PRESIDING JUDGE TARFUSSER: [12:20:27] Let me say, it's just -- please go ahead.
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Was it written by you?

THE WITNESS: [12:20:30] Yeah.

PRESIDING JUDGE TARFUSSER: [12:20:31] Or was it entirely written by you?
THE WITNESS: [12:20:34] The expert report was entirely written by me, written by
me, and peer reviewed by this expert.

MR KNOOPS: [12:20:42]

Q. [12:20:42] Mr Gomez?

A. [12:20:43] Yeah.

Q. [12:20:44] Now, what did Mr Gémez do? Did he just read this report and said
yes or no? Did he make changes?

A.  [12:20:51] He reviewed everything. He reviewed everything.

Q.  [12:20:53] But did he make any changes in the report?

PRESIDING JUDGE TARFUSSER: [12:20:57] Can we please go slower, please? Is
this possible?

MR KNOOPS: [12:21:01] Sorry.

PRESIDING JUDGE TARFUSSER: [12:21:02] Thank you.

MR KNOOPS:  [12:21:02]

Q. [12:21:03] Did Mr Gomez make any changes to this report after reviewing your
draft?

A.  [12:21:10] First, I have to tell you that since it was in 2015, I do not remember.
Second, the expert report is signed by two experts, and there is no kind of objection if
any of us do not follow others' opinion.

In this case I draft the expert report. It was reviewed by Mr Gomez. He considered,
it seems, he considers that if there was some kind of objection, his objection was

changed or was served with me in order to have a final expert report.

30.05.2017 Page 36



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

ICC-02/11-01/15-T-163-ENG CT WT 30-05-2017 37/73MT T

Trial Hearing (Open Session) ICC-02/11-01/15
WITNESS: CIV-OTP-P-0606

Q.  [12:22:24] Right.

PRESIDING JUDGE TARFUSSER: [12:22:24] Excuse me, excuse me, Mr Ruiz. The
signatures, I see two signatures under the report.

THE WITNESS: [12:22:35] Yeah.

PRESIDING JUDGE TARFUSSER: [12:22:35] One is yours, I presume, and the other
one?

THE WITNESS: [12:22:38] From Mr Gomez.

PRESIDING JUDGE TARFUSSER: [12:22:40] Okay. Full stop. Thank you.

MR KNOOPS:  [12:22:43]

Q.  [12:22:44] But Mr Ruiz Mateos, Mr Gomez, he is subordinate to you in the
Guardia Civil; is that correct?

A. [12:22:51] Yes, that's correct.

Q.  [12:22:52] Is subordinate to you.

And before you came to your office in 2015, he was a customs agent at the Girona
airport; is that correct?

A.  [12:23:01] Yeah, yeah.

Q.  [12:23:02] So you agree that in terms of experience, he could not have
superseded you in terms of knowledge and experience?

PRESIDING JUDGE TARFUSSER: [12:23:15] This is an opinion.  This is an
opinion. We have the data.

MR KNOOPS: Well, okay.

PRESIDING JUDGE TARFUSSER: And then we can draw the conclusions from that.
MR KNOOPS: [12:23:25] Right.

Q. [12:23:26] Now, Mr Ruiz Mateos, my last question to you is the following.

You -- I'm not going into the report itself, but I noticed that you have included what
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you call statistic interpretation.

A. [12:23:35] Yeah.

Q.  [12:23:36] Are you familiar with the theory of Thomas Bayes?
A.  [12:23:41] The theory of Thomas Bayes?

Q.  [12:23:44] Yes.

A.  [12:23:45] No.

[12:23:45] The theory of Thomas Bayes, the Bayesian theory on statistical
evidence, are you familiar with it?
[12:23:53] Ah, Bayes, yes.
[12:23:54] Can you tell the Court how this theory is presented by Bayes?
[12:23:58] In this case?
[12:23:59] No, in general.

In general.

o o> 0 > 0o >

You say, if you know, what is the theory of Thomas Bayes, which is nowadays
used, as you know, in forensic evidence.

A.  [12:24:07] Yeah, yeah. Having the result of the analysis and considering two
hypothesis. In this case, one, the first one, the hypothesis zero, the video file is
authentic and hypothesis one, the video file has been obtained in whatever

other -- whatever, by whatever other means, if we have the results of our analysis,
these results support the hypothesis zero, that is that the video file is authentic.

Q. [12:25:02] And what was the other hypothesis you investigated?

A.  [12:25:05] The other hypothesis, that the video file has been obtained, created in
whatever other way.

Q. [12:25:14] And who gave you this second hypothesis?

A.  [12:25:18] Because this is the two possible hypotheses, consider this.
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Q.  [12:25:24] So you created these two hypotheses yourself. You weren't given
any hypothesis from either the Prosecution or the Defence?

A. [12:25:32] No. This is the two --

Q.  [12:25:34] This is your own, your own formulation of hypothesis?

A.  [12:25:37] As I said, this is the guidelines that has to be followed, that have to be
followed.

Q. [12:25:43] Yes?

A. [12:25:44] In this case, in the case of authentication.

Q. [12:25:46] And you say to this Court that you applied the theory of Bayes when
coming to your final conclusion; is that your statement?

[12:25:54] This is the theory of Bayes, of Thomas Bayes --

[12:25:58] Yes.

[12:25:59] -- applied in this case --

[12:26:02] Yes?

[12:26:02] -- to the authentication conclusion.

o o> 0 > 0o >

[12:26:05] And you have a document for us where we can see, can verify, how
you applied the mathematic formula of theory of Thomas Bayes?

A. [12:26:18] No. Since in this case --

Q. [12:26:20] It would be very interesting to show, that you show us this calculation.
Do you have it for us?

A.  [12:26:27] Let me explain. In the case of DNA or in the case of whatever other
science, we will have a number, a likelihood ratio. But in this case we don't have it.
This is because, this is why I've said, we say in this expert report that the results of

our analysis could be seen more appropriately if we considered the hypothesis zero,

that is the video file is authentic.
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[12:27:15] Did you make a calculation of the likelihood ratio?

[12:27:20] No, no.

[12:27:21] You didn't?

[12:27:22] No, no.

o > 0 > 0O

[12:27:22] Okay. So that's part of the theory of Bayes, Mr Ruiz Mateos; you
know that?

A.  [12:27:29] Yeah, but it's a way to apply it since we don't have any kind of
numerical result.

Q.  [12:27:32] Yeah, but without a likelihood ratio, there is no theory of Bayes, can
you agree?

A. [12:27:37] No, no, no.

PRESIDING JUDGE TARFUSSER: [12:27:38] This is now a debate on --

THE WITNESS: [12:27:41] I have said that we don't have here the likelihood ratio.
But you have the statement.

MR KNOOPS: [12:27:52]

Q.  [12:27:53] By you, your statement?

A.  [12:27:54] You have my statement, conclusion.

Q. [12:27:55] Yes. Without likelihood ratio. Thank you.

MR KNOOPS: These are all my questions.

PRESIDING JUDGE TARFUSSER: [12:27:59] Thank you very much.

The Chamber will deliberate. We suspend for a few minutes.

THE COURT USHER: [12:28:08] All rise.

(Recess taken at 12.28 p.m.)

(Upon resuming in open session at 12.34 p.m.)

THE COURT USHER: [12:34:21] All rise.
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Please be seated.

PRESIDING JUDGE TARFUSSER: [12:34:23] The Chamber, having heard the parties,
admits the witness as an expert without prejudice to the merits of his testimony; in
any case he's admitted as an expert witness.

And I give the floor to the Office of the Prosecutor for its questioning in the merits at
this time.

MR DEMIRDJIAN: [12:34:42] Thank you, Mr President, your Honours.
QUESTIONED BY MR DEMIRDJIAN: (Continuing)

Q.  [12:34:45] Very well, Mr Ruiz Mateos. Now that we've dealt with your
background and experience, I will go straight to the report. Now, a lot of the
questions that I have to ask you have already been answered by you, so I will get
straight to the point.

Can we please display on the screen 0082-0341.

Do you have a copy of the report with you?

A, [12:35:25] Yes.

Q.  [12:35:26] Put the microphone on, please. Do you have a copy of the report
with you?

A.  [12:35:31] Yes.

Q. [12:35:31] Very well. I'd like to start at the very top of the first page. I see two
ID numbers. What do these refer to?

A.  [12:35:37] This is the professional ID number that is given by Guardia Civil to
their officers.

Q. [12:35:49] And what do they refer to?

A.  [12:35:50] The first one is my ID number and the second one is Mr Gomez' ID

number.
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Q. [12:36:01] Thank you. Now, you explained to us that the report was written by
you and verified by Mr Rodriguez Gomez. Can you tell us why it is necessary to
have two experts sign the report?

A.  [12:36:16] Because under the Spanish criminal law, it is mandatory to have at
least two experts, two experts drafting an expert report.

Q. [12:36:36] Very well. Now, the report itself is 3 pages in English and then 3
pages in Spanish. Just for the Court's understanding, in which language was it first
written in?

A.  [12:36:44] It was first written in English.

Q. [12:36:53] Very well. And who translated it?

A.  [12:36:55] Mysellf.

Q. [12:36:55] Okay. Now, we see here the request of the Office of the Prosecutor
under item number 2.  You also explained in the introduction how you received this
request as well as the CD, so I will not get into the details, it is clearly stated there.
But I would like to ask you about Interpretation, 2.1.

You explained to us earlier in answering questions of my learned friends about
hypothesis zero and hypothesis one.

However, later in your report we will see in the conclusions the term "more likely"
under item 5.

So can you explain to us a little bit how you go about interpreting the results of your
analysis?

A. [12:37:44] Yeah. We have this analysis performed in point 3.3. In this part of
the expert report we have the critical observation in the audio, audio and video field,
having this critical view of the video file, of the images, trying to see something

awkward, out of context, some traces that could involve some kind of manipulations,
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manipulation. And this is performed in video and audio using -- in audio, we use
our headphones to perform it, to perform it in the best way. Apart from that, we
have the metadata analysis.

As I have explained, we did it with the VirtualDub software, with this piece of
software. And having the results, the result in this case was that there was no, there
was no trace of any kind of manipulation. And in addition, we had a piece of
information that refers to a specific model, a make or a model of camera.

Having this, we established the conclusion. The conclusion, coming back to the
point why 2.1 is that having these two hypotheses, the video file is authentic or the
video file has been obtained in whatever other way, the result of this analysis
mentioned previously give us that the video file is the hypothesis who we consider
more probable, is the hypothesis that the video file is authentic.

This is why we say that in the conclusion, this is the hypothesis is considered as true.
Q. [12:41:11] Very well. I would like to turn your attention to the second page of
your report, so if we go to the page in the e-Court ending in 0342. And at the top
part of this page, you talk about the equipment used. Now, you already explained
VirtualDub to us. Could you, in a nutshell, explain to us the other software that
were used for the preparation of this report, and what do they do, these software?
A.  [12:41:46] The first software, Amped Five, was used in order to enhance the
video file.

The second one, VirtualDub, was used to analyse the metadata and the information,
the metadata of the video file and, apart from that, it was used to finally embedded,
embed the original audio in the enhanced version of the video file.

WinHex was used for the same, with the same objective as VirtualDub, in order to

look for some kind of traces that we could consider that could make us think that the
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video file has been tampered with.

And Audacity was used to perform the critical observation of the audio.

Q. [12:43:02] Very well. Now, below this we have a section 3.2, Description of
File.

And you explain here that you received a file with the name indicated here, and that
it's SHA-1 hash is -- and we have a very long number here.

A.  Yeah.

Q. Could you briefly explain to us what is this hash number?

A.  [12:43:33] This is the hash signature that has been obtained from this video file.
And this hash signature assured us that if you have, if there is another file with
different name but the same signature, it means that the video file will be the same.
But if we have this allegedly, this video file with different signature, it will mean that
this is not the same signature. It's a way, using the hash signature is a way to ensure
that the video file received was this and not other one.

Q.  [12:44:34] So would it be something like a unique, unique number?

A. [12:44:38] Yeah. This is the unique number that we have for this video file.

Q. [12:44:43] Okay. And do I understand that then the enhanced version that you
produced has a different hash code?

A.  [12:44:54] Yeah, in the moment that there is some kind of manipulation, in
whatever way, or addition of the video file, the hash code changes.

Q.  [12:45:10] Now, in the little report we have here, well, actually, in the same
paragraph, you indicate that according to its metadata, the video file was allegedly
recorded on 7 January 2011 at 4.17 p.m.

So can I ask you, where did you find this information?

A.  [12:45:32] This information was given by the file structure of the support of
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the -- but this is something out of the video file. This is why I said the video file was
allegedly recorded in that date.

Q.  [12:46:02] When you say that it was given by the file structure of the support,
what are we talking about here exactly?

A. [12:46:12] Yeah. When you copy a digital object from one support, from a USB
drive to a hard disk or to a CD, a disk, depending of the information that they
support, that they, yeah, of the hard disk or the CD, the beginning of the information
that it could manage, it would gather, it would save the size, the date in which the
video file was created, the date in which the video file was modificated, and not every
support, not every digital support offer this information in the same way. But in this
case we have this.

Q. [12:47:32] So the date that we have here is the date that was on the physical
support, whatever machine that this file was on, not on the file itself?

A. [12:47:49] No, it's not in the file itself.

Q.  [12:47:52] And just a quick question about the hash code, is this a code that can
be modified? This digital signature, can it be changed or tampered with?

A.  [12:48:05] This code is robust, but I have to say that previously there was
another hash signature very commonly used, MD5, and this code was finally broken.
It means that someone could create two different video files with the same code.

In the case of SHA-1, I'm not aware that at that time was when the expert report was
written someone could have broken the hash code, but this is something that with
the -- in the future, we could see it.

Q.  [12:49:15] Thank you. Now, there is also a number of information in the table
below. One question that I had for you was with respect to the last entry or

sampling rate, we see 22,050 hertz. Can you see something about the quality of this
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number with respect to the audio file?

A.  [12:49:44] It's about the quality, it's standard quality, not very high quality, but
enough to understand a conversation, words. It's not the most visceral quality for
something that we need higher frequency to be recorded, as music, but for normal
voice, for a conversation, it's okay.

Q. [12:50:21] Very well. And what is a frame rate? That also appears in your
table here.

A.  [12:50:25] Frame rate, the frame rate is the number of images that are displayed
per second in this video file.

Q. [12:50:41] Okay. Very well. So I will move to item 3.3.1, Critical Observation.
You've already explained to us how you go about reaching your observations. Can
you tell us in practical terms, what did you do with the file to reach this critical
observation?

A.  [12:51:03] In this case this is something that was performed by both experts, one
tirst and next the other, observing a view, the video file, in a standard frame rate and
after frame by frame, trying to look for some kind of traces that could make a thing
that the file has been tampered with.

And about the critical observation related with audio, we do this with Audacity and
we do this with headphones in order to follow the same, in order to know if there is
something in the audio that could be run or something in the audio that could lead us
to think that the file has been tampered with.

Q.  [12:52:14] So when you say in your observation here that there is not -- it does
not reveal any sign of manipulation, what would you look for to be able to say that
there was manipulation?

A.  [12:52:30] Some kind of observable changes, like a very quick change in a
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footage or if someone -- if there was some kind of superimposed object over the image,
something that could lead us to think that the video file has been edited. Though
nowadays many softwares with a good, a good professional with a good software
could change very well the video footage. We try to see if there is something in this
way.

Q. [12:53:34] Thank you for that.

The next segment here, 3.3.2, deals with the metadata analysis. And here you
identified the brand and series of the camera used to record the footage, and you
explain that you consulted the manufacturer's documentation on the website.

So first of all, can you explain -- well, maybe we should have a look at annex 2 of your
report where you've displayed this. Could we have a look at 0082-0351, please.

Tab 3 on our list.

A, [12:54:38] Yeah.

Q.  [12:54:39] It's coming up on the screen, we're waiting for -- I'm sorry, did I give
you the wrong -- 0082-0350. I apologise. ButI do need 0351 to be displayed, the
second page. Thank you very much.

So, Mr Ruiz Mateos, this is annex 2 of your report; is that right?

A. [12:55:10] Yeah.

Q.  [12:55:10] And this, first of all, the image that we see at the bottom of this screen
of this camera, where did you obtain this image?

A.  [12:55:20] This came, in this case I obtain it from the web page of the
manufacturer of this, of HP, of HP. This is the model that correspond with this piece
of information that we found on the hexadecimal data.

Q. And you explain here that -- actually, no. Can you tell us how you found this

hexadecimal data?
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A.  [12:55:59] Using as I told, as I said, using VirtualDub. VirtualDub has a very,
very useful tool in order to give us the structure of the AVI file. Inside of the
structure in the padding area, there is this information which has lead us to the point
that we explain in the point 3.3.2.

Q. [12:56:56] And what is the window we see above the image of the camera?
There is a figure 1.

A.  [12:57:02] This is the image, this, this window, this is the window, this is an Hex
Editor from VirtualDub. And here we have the hexadecimal data and on the left,
and on the right we have the same data in axis code.

Q. [12:57:28] Okay.

A. [12:57:29] In this case we can read the maker and the model of this camera.

Q. [12:57:43] Okay. And Ibelieve you're referring to the central column here?

A.  [12:57:46] Yeah, yeah, yeah. HP Photosmart M440.

MR DEMIRDJIAN: [12:57:52] For the Trial Chamber we could zoom into the centre
part of that column to see what the witness is referring to. Very well.

Would your Honours need the witness to highlight it for you or are you able to see it?
Yes, okay.

Q. Okay. Now, a question on this. The VirtualDub software indicates that it's an
HP Photosmart M440. Just below we see the camera, it's Photosmart M447.

A. [12:58:32] Yeah.

Q.  [12:58:32] Can you just explain the two digits for us, please?

A.  [12:58:35] Yeah, because from the manufacturer we have read that the only
model that was released from this, from this series, from the series M440 was this one,
M447.

Q. [12:58:56] Okay. And so in this section of your report, perhaps if we can go
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back please to the report 0082-0341 and go to the bottom of the second page, 0342.
You explain here that this camera just allows to record a video footage with 320 by
240 pixels of image size and 24 frames per second.

So you're saying that based on the information you obtained, this is coherent with the
analysed video file?

A.  [12:59:36] Yeah.

Q. [12:59:37] Okay. Very well.

Your Honours, I was going to get into the enhancement, but I'm not sure at what time
we are taking the break.

PRESIDING JUDGE TARFUSSER:  [12:59:46] In 2 minutes.

MR DEMIRDJIAN: [12:59:47] In 2 minutes. So maybe before I get into the whole
enhancement section, this would be the appropriate time.

PRESIDING JUDGE TARFUSSER: [12:59:52] Okay.

MR DEMIRDJIAN: [12:59:53] Thank you, your Honours.

PRESIDING JUDGE TARFUSSER: [12:59:56] We have the break now. We come
back at 2.30 after the lunch break. Thank you very much.

The hearing is adjourned.

THE COURT USHER: [13:00:02] All rise.

(Recess taken at 1 p.m.)

(Upon resuming in open session at 2.35 p.m.)

THE COURT USHER: [14:35:15] All rise.

Please be seated.

PRESIDING JUDGE TARFUSSER: [14:35:28] Good afternoon.

I see Mr O'Shea on the feet.

MR O'SHEA: [14:35:40] Your Honours, just to assist with the expeditiousness of
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these proceedings.

PRESIDING JUDGE TARFUSSER: [14:35:46] Yes, I was going to ask.

MR O'SHEA: [14:35:47] No.

PRESIDING JUDGE TARFUSSER: [14:35:48] No.

MR O'SHEA: [14:35:49] That's not a question. I've already asked. Just to assist
with the expeditiousness of these proceedings, my learned friend is about to embark
on the issue of the enhancement of the video. Obviously, we have what's written in
the report. If there are any additional matters which my learned friend wishes to
raise with the witness, I'm happy for him to lead the witness on those additional
matters. And he might, it's up to him, but he might just wish to ask the witness if he
has anything to add to what he's already written in the report.

PRESIDING JUDGE TARFUSSER: [14:36:23] Okay. Thank you. Also because
what is written in the report, we will have it submitted, so we go what is maybe
beyond that, if there is anything beyond.

Do you, can you tell us about an estimate of time?

MR DEMIRDJIAN: [14:36:43] Your Honours, no more than 15 minutes. And I
thank my learned friend on the agreement to lead on this matter.

PRESIDING JUDGE TARFUSSER: [14:36:48] Okay. So you have the floor, please.
MR DEMIRDJIAN: [14:36:52] Thank you, Mr President.

And to respond to the request from Maitre Altit, with the next witness, we will need
two hours.

PRESIDING JUDGE TARFUSSER: [14:37:03] What is written in the estimate? 1
think it was two hours, right?

MR DEMIRDJIAN: [14:37:08] I'm assuming that's about it, yes, your Honours.

PRESIDING JUDGE TARFUSSER: [14:37:13] So say more or less altogether two
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sessions and we go to the afternoon just with this first part and then we go to Monday,
okay?

Thank you very much. Mr Prosecutor.

MR DEMIRDJIAN: [14:37:28] Thank you, Mr President.

Q. [14:37:31] Very well. Mr Ruiz Mateos, we will go fairly quickly on the issue of
enhancement. You've explained here in this section that you responded to the
request of the Prosecution by providing an enhanced version of the original video,
applying filters and stabilising and improving the footage. So on that partI don't
have any questions per se.

However, there are a couple of documents that I just want you to have a look at for us.
The first one is 0082-0357, which is at tab 7 of our list. CIV-OTP-0082-0357. Not the
video itself, just the cover of the video.

Yes, there we go. Could we zoom or enlarge the picture? Yes.

Mr Ruiz Mateos, do you recognize the cover of this CD?

[14:39:16] Yeah, I recognise it.

[14:39:17] Okay. What do we have in front of us?

[14:39:21] Yeah, this is the CD in which the video file was recorded.

[14:39:25] Of which version?

> o > O »

[14:39:29] Our version, the version that we sent to the Court, the final version.
PRESIDING JUDGE TARFUSSER: [14:39:34] The enhanced version?

THE WITNESS: [14:39:36] The enhanced version, yeah.

MR DEMIRDJIAN: [14:39:39]

Q.  [14:39:39] Very well. Now, you told us earlier that you used a software called
Amped Five to enhance the video.

Could we quickly display CIV-OTP-0082-0359.
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Do you recognise this document, Mr Witness?

A. [14:40:14] Yeah.

Q.  [14:40:14] This report, was it generated by you, by the software? How was this
report made?

A.  [14:40:21] After applying the filters and having the enhanced final version of the
video file with enhancement, the software allows to the expert to generate a report
with all the steps and all the filters that have been applied.

In addition to that, it offered the technical papers in which these video filter are based
on.

Q. [14:41:05] Very well. And if we go to the next page, please, we see in the
middle of the page a section entitled Hash Code. Now, is this the new hash code
that was generated by 440 enhanced version of the video?

A.  [14:41:30] This hash code is the one which corresponds with the video file that
was sended to us from the Court.

Q. [14:41:40] Okay. Very well. Now, one question on the issue of stabilisation.

I think that here global stabilisation is under section 4 at the bottom of page 3.

Just a quick question on this issue. Anybody who has a digital camera knows the
notion of stabilisation. When it comes to global stabilisation as described in this
report, are we talking about the same issue of stabilising an image so that the camera
motion is adjusted, or is it something more than that?

A.  [14:42:19] The objective is the same, but the way in which it's performed is
different than the one that we have in a smartphone or in a camera. Since in a
camera this operation is applied in realtime, and basically it take an image bigger than
the final image and follow a small path of this image going out or leaving out the

movement of the image.
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But with this filter, in this case we had a filter with a lot of hand-shake, and it tried to
establish a picture with the same size of the original picture and tried to match one
part of the -- tried to match each of the pictures of the sequence in order to offer a
stabilised version of the video footage. It allows -- it at the end allows to the viewer
to have a better view of the events.

Q. [14:43:59] And so is that the result, the result that we have in this enhanced
version of the video is the result of the stabilisation?

A.  [14:44:06] The stabilisation and the other filters that were applied.

Q.  [14:44:11] Very well. Okay. Ihave no more questions on this part of it.

Now, in your report, so for the record, 0082-0341 at page 3, you indicate that a new
hash code was generated for the enhanced version; is that right?

A. [14:44:37] Yeah, that's it.

Q.  [14:44:39] Okay.

MR DEMIRDJIAN: Now, your Honours, for your understanding, the video that you
have seen so far in this trial, the enhanced version which we have in Ringtail is a
compressed version for the purposes of eCourt. The original file that the witness
gave us without any compression, we have it on the CD and we can provide it to you.
We've already provided copies to the Defence, but we're happy to provide it to you
and to the participants. It is the exact same video. However, it doesn't have the
level of compression necessary to upload in Ringtail. That is the main distinction
between the two. So we can make those available to you at the end of this session.
PRESIDING JUDGE TARFUSSER: [14:45:18] Okay. Thank you.

MR DEMIRDJIAN: [14:45:19]

Q.  [14:45:20] Very well, Mr Ruiz Mateos. Just some final questions on the

conclusions of your report. So you explained in section 5 that, as requested, a new
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video footage was created, the stabilised version we just talked about, the enhanced
version, and you also express the outcome of your analysis --

A.  [14:45:45] Yeah.

Q.  [14:45:45] -- of your observation. So you've already mentioned this to us, that
the way that you express it is in term of hypothesis one and two, correct?

A.  [14:45:54] Yeah, yeah. It is the way to express it in the *Bayesian decision
making theory establishing these two hypotheses, as I said, the video file is authentic
or the video file comes or has whatever other kind of origin, and as I explained, after
the results of our analysis, the hypothesis which is observed is that the video file is
authentic.

Q. [14:46:40] And when you say authentic, and I go back to point 3.3.1 of your
observations, what you mean by that is that there is no signs of manipulation; is that
what is meant?

A. [14:46:56] Or, yeah, we have been -- we haven't seen signs of manipulations.

Q. [14:47:04] Right. Very well. And maybe a last question, the enhanced version
that you provided us, other than stabilising the image and the filters that we've seen
in the Amped Five report, has anything been added or removed from the original
footage?

A. [14:47:24] No. No. We, when we processed this video file, we obtain an
enhanced version of this video file, and we return, we engrave the same audio that
was in the original one just in order to offer to the Court the two medias that we had
at the beginning, the video and the audio.

Q. [14:48:00] Okay. And the audio has not been enhanced; is that my
understanding?

A. [14:48:04] No, no, the audio hadn't.
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Q. [14:48:07] Thank you for answering my questions, Mr Ruiz Mateos.

MR DEMIRDJIAN: Your Honours, that is all I have for this witness.

PRESIDING JUDGE TARFUSSER: [14:48:13] Thank you very much.

The floor is now to the Defence, I think, for Mr Gbagbo.

MR ALTIT: [14:48:18] (Interpretation) Thank you, your Honour. Your Honour,
ladies and gentlemen, the cross-examination of this witness shall be carried out by
Maitre O'Shea.

PRESIDING JUDGE TARFUSSER: [14:48:34] Mr O'Shea.

MR O'SHEA: [14:48:36] Thank you, your Honours.

QUESTIONED BY MR O'SHEA:

Q.  [14:48:39] Good afternoon, sergeant.

A. [14:48:41] Good afternoon.

Q.  [14:48:42] Now, what information were you given about this case by the Office
of the Prosecutor prior to taking your mandate?

A.  [14:48:59] We have as annex 1 the instruction letter, and we received this request
from the International Criminal Court in which they detailed that it was a case which
was investigated by the International Criminal Court, and they need our -- they need
us to do this kind, this expert report, to obtain a version, an enhanced version of the
video file.

But about the case, we didn't know anything.

Q.  [14:50:00] So prior to or after being given the letter of instruction, there was no
other meeting or telephone conversation?

A.  [14:50:12] Not about this case.

Q.  [14:50:15] Was there any other meeting or telephone conversation at all?

A.  [14:50:18] Meeting in which --
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Q.  [14:50:22] Well, other than the instruction that you were given in writing, which
we have --

A.  [14:50:30] Yeah.

Q.  [14:50:31] -- did you meet anyone from the Office of the Prosecutor or speak
with them via video conference or on telephone about what they expected from you?
A. [14:50:41] No, no.

Q. [14:50:42] Okay. Now, in section 3.2 of your report you address the issue of a
date of January 2011. You've already been asked about this. And you say that, you
use the expression "structure of support," which was understood to mean a device as
opposed to the file itself.

So when you say that, are you talking about the device which took the images
originally?

A.  [14:51:37] Let me clarify it. If the device had the time and date set up in a
correct way, this would be this date. This would be -- this date could be considered
as the date in which the image was taken. But this is something that we don't know.
Q. [14:52:17] Yes, thank you.

PRESIDING JUDGE TARFUSSER: [14:52:18] You don't know if it's correct or not?
THE WITNESS: [14:52:21] Yeah.

PRESIDING JUDGE TARFUSSER: [14:52:21] This is what was on the device?

THE WITNESS: [14:52:24] Yeah.

PRESIDING JUDGE TARFUSSER: [14:52:24] Okay.

THE WITNESS: [14:52:25] We didn't know how the device was set up.

MR O'SHEA: [14:52:28] Yes.

THE WITNESS: [14:52:30] Relating to this, to the data.

MR O'SHEA: [14:52:32]
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Q.  [14:52:33] But we are talking about the device which originally took the images,
are we?

A.  [14:52:37] Yes.

Q. [14:52:38] Yes, good. Thank you.

Now, in 3.3.1 of your report, which we've already discussed together, you explain
that this step, and we're talking about authentification, this step involves a thorough
observation of the footage. And you have explained a little bit further, you've said
that we looked at the images, we looked at the images frame by frame, and we didn't
notice anything.

So, in this specific instance, not on a general level, but in this specific instance with
this video, based on what we read in this report, are we to understand that the
process that you followed was to watch the video, look at it frame by frame, and that's
essentially it?

A.  [14:54:04] Yeah. That is essentially how it's done.

Q.  [14:54:09] Right.

A.  [14:54:09] I would like to add that it is done, apart of the visualisation, there is
an audition.

Q. [14:54:22] Yes, yes.

A.  [14:54:23] Just to clarify that we tried to focus in the two medias.

Q.  [14:54:28] Yes, yes, yes, of course. I'm sorry, you also said that you had
headphones on to listen to the audio.

And when you were doing this, you were looking for anything strange from a
technical point of view; is that right?

A.  [14:54:47] Yeah, from not only from a technical point of view, but trying to,

looking for something that could be weird on the image.

30.05.2017 Page 57



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

ICC-02/11-01/15-T-163-ENG CT WT 30-05-2017 58/73MT T

Trial Hearing (Open Session) ICC-02/11-01/15
WITNESS: CIV-OTP-P-0606

Q.  [14:55:06] Yes.

A.  [14:55:08] Maybe some kind of chroma (phon) something, whatever thing.

Q.  [14:55:13] But this would be from an image point of view as opposed to the
content of the video; is that right?

A.  [14:55:24] Could you please --

Q.  [14:55:26] Well, it's one thing to say that we were looking for something weird --
A.  [14:55:31] Yeah.

Q. [14:55:32] -- on the --

PRESIDING JUDGE TARFUSSER: [14:55:36] From a technical point of view and not
from the content.

MR O'SHEA: [14:55:40]

Q.  [14:55:40] Yes, from a technical point of view, looking at the images, right?

A.  [14:55:43] Yeah.

Q.  [14:55:44] If there is anything strange in the pixels or in the size or anything like
that?

A.  [14:55:49] Correct.

Q.  [14:55:50] Or the movement or whatever, that's one, that's one aspect. Another
aspect is what's actually happening in the video?

A.  [14:55:59] Yeah.

Q.  [14:56:00] Presumably you, you don't go that far. You're not looking for
strange things in what's happening, are you?

A.  [14:56:09] Primarily, we watch the video looking for these technical errors. But
we cannot go farther. Apart from that, we try to do it, I mean, we are applying to the
contest.

Q. [14:56:30] Yes. Now, you mentioned earlier that there does exist software
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which can change videos or images very well.

A. [14:56:49] Yeah, correct.

Q. [14:56:50] What kind of software is that?

A.  [14:56:54] That's software that are used in the production video field, in cinema,
movies, to produce movies, whatever kind of video content. And it depends on the
ability of the technician and the quality or capabilities of the software.

Q.  [14:57:29] And with regard to the capabilities of the software, that would
depend in part on how much money you are willing to spend on the software, would
it?

A.  [14:57:55] Could you repeat? How much have you said?

Q.  [14:58:01] Well, you say, you spoke about the capability of the software.

A. [14:58:06] Yeah.

Q.  [14:58:06] So are there -- is there software which is basic and then other software
which is more advanced and more expensive?

A. [14:58:17] Yeah, that's it.

Q.  [14:58:17] Right. And I suppose in the 200 or more cases that you've dealt with
in Spain, you would be usually dealing with the more basic software, would you not,
if somebody had tried to manipulate an image?

A. [14:58:38] We have seen some cases in which we receive video files modified,
video files which have been modified. Some of them in some cases, it was noticeable.
It was very easy to notice. In other cases you have to go deeper into the analysis.
But this is something I think very important. It doesn't, it doesn't mean that
someone with a very good software and very experienced in the field could change
the video file and we are unable to notice.

Q.  [14:59:44] Are you aware of the existence of software which is classified in the
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sense that it's software in the hands of States but not necessarily in the hands of the
general public?

A.  [15:00:07] No, no.

Q. [15:00:08] Yes. Thank you very much. Those are all my questions.

A. [15:00:26] You're welcome.

PRESIDING JUDGE TARFUSSER: [15:00:28] Thank you very much.

Now it's for Mr Knoops for the Defence for Mr Blé Goudé.

MR KNOOPS: [15:01:07]

Q. [15:01:07] Good afternoon, Mr Ruiz Mateos.

Sir, I have some additional questions for you, the first being the remark you made on
transcript page 50, line 19, you explained to us under Spanish law, it's required that
two experts draft the report.

A. [15:01:37] Yeah.

Q. [15:01:41] Did you ever present a report like this with Mr Félix Gomez in one of
your appearances?

A. [15:01:53] Yeah.

PRESIDING JUDGE TARFUSSER: [15:01:54] You mean together with?

MR KNOOPS: [15:01:56] Yes, sorry.

Q. [15:01:57] Together with Mr Gémez?

A.  [15:01:59] Together?

Q.  [15:02:00] Yes. Before this report was drafted.

A.  [15:02:05] I would have to reach in our databases. But I suppose that some of
them.

Q. [15:02:19] Mr Ruiz Mateos, looking at his CV, which you included --

A.  [15:02:29] Yeah.
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Q.  [15:02:30] -- we notice that he was previously before he came to your office an
officer in telecommunication engineer, and his education was confined to technical
telecommunications, specialised in sound and image and having a certificate of
higher education in telecommunications and computer systems.

Nowhere I find in this CV that he has any specialisation in the authentication of video.
Is that a correct summarisation of his CV?

A.  [15:03:19] Yeah, though we not only perform but gather this kind of knowledge
in our daily job.

Q. [15:03:29] Right. Thank you.

My second question relates to some technical questions on your report, the first being
the equipment you used. And you mentioned that in paragraph 3.1.

Now, one of the important pieces of equipment used in video forensic examination is
a so called waveform monitor, which is specialised, which is a specialised
oscilloscope?

A.  [15:04:21] Yeah.

Q. [15:04:22] Yes. My question is, did you use such a waveform monitor in this
situation?

A.  [15:04:32] We didn't use it. We didn't use it since it wasn't something relevant.
Q. [15:04:41] Okay. My second question is, did you use in regard to the visual
inspection in this situation the so-called vectorscope analysis or vector detection
analysis?

A.  [15:04:59] No, no, no. Are you talking about the audio?

Q. [15:05:02] Yes.

A.  [15:05:04] About the audio. But there is something that we do with Audacity.

We transform the signal that we have in wave feed, the wave signal, and we examine
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it in the frequence, showing it in the frequence, trying to look for the same, some kind
of change in the sequence that could lead us to think that the video has been, the
audio in this case, or the video file, has been manipulated.

[15:05:40] What about the so-called cross pulse monitor?

[15:05:49] No.

[15:05:50] You didn't use it?

[15:05:51] No.

o > 0 > O

[15:05:51] Was there a special reason why you did not use it?

A.  [15:05:53] We do not perform -- when we are trying to -- when we are analysing
the audio from these kinds of files, doing this, doing this with this kind of software
which offer us a very good knowledge, a very good understanding of what it is, what
we have in the audio signal is enough.

Q. [15:06:28] Can you agree with me that these techniques I've just enumerated are
techniques, important techniques, to determine the authenticity of a signal, the three I
just mentioned?

A. [15:06:48] You are talking about equipment that used to analyse signal. And
this is depending on which way you are using this equipment, I don't know

your -- for what kind of analyst -- analysis are you going to use this equipment?

This is why I can tell you that this kind of analysis of equipment are important
depending on analysis that you are performing.

In this case, the equipment and the software that we have used, we have found it
enough to establish, to get the results from our analysis and to establish the final
conclusion.

Q. [15:07:54] In your report, I'm now going to paragraph 3.2, you refer to the

metadata of the video file, which allegedly recorded the date of 7 November -- sorry,

30.05.2017 Page 62



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

ICC-02/11-01/15-T-163-ENG CT WT 30-05-2017 63/73MT T

Trial Hearing (Open Session) ICC-02/11-01/15
WITNESS: CIV-OTP-P-0606

7 January. I'm not going to ask again about this date.

My question to you is, the recording, can you inform us whether this was saved in a
secure proprietary format, secured from tampering or was it recorded and saved in an
open format in codex?

A.  [15:08:38] It was recorded in an open, in an open format and with open standard
codex.

Q. [15:08:49] All right. Is it true, Mr Ruiz Mateos, when recording is saved in an
open format and codex, the metadata can be more easily manipulated and re-saved
back into that same format and codex as opposed to saving in a secure proprietary
format? Can you agree with this?

A.  [15:09:22] Not totally.

Q. [15:09:23] Why not?

A.  [15:09:24] Because you have used the word "easy." From my point of view, this
is, as you have said, someone with a great deal of expertise could change it and could
record it. From my expertise, I have seen many, several video files, many video files,
which has been edited, edited. The most of the times it's something very noticeable.
But as I previously said, maybe, maybe, could be someone with a great deal of
expertise knowing perfectly what they are doing can manipulate the software and at
the same time erasing whatever trace from this manipulation.

Q. [15:10:27] Thank you. But you indeed observed that this recording was indeed
saved in an open format?

A. [15:10:35] Yeah, yeah.

Q. [15:10:36] Thank you. Then my next question relates to paragraph 3.4 of your
report where you refer to the inclusion of filters?

A.  [15:10:49] Yeah.
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Q. [15:10:50] Yes. My question to you, and I now call up document
CIV-D25-0040-0008, page 0016. If you wait a minute, Mr Witness, then you'll see it
on your screen. It's a page from the section 7, Best Practices of the mentioned
scientific working group we discussed this morning.

MR DEMIRDJIAN: [15:11:39] Your Honours, we have an objection.

PRESIDING JUDGE TARFUSSER: [15:11:41] Mr Demirdjian.

MR DEMIRDJIAN: [15:11:43] Your Honours, first of all, our objection is to the use of
this report as it has not been established whether this working group's work is
actually used worldwide or even in Spain.

Second of all, this organisation is no longer in existence. It is on their website since
May of 2015.  So I don't think we still have the basis for using these guidelines. I
believe that the witness responded as to which guidelines he used earlier today.
Thank you.

PRESIDING JUDGE TARFUSSER: [15:12:18] I tend to agree because nobody -- we
have established -- we had to establish this morning if the witness here is an expert.
Now we take it for granted that this organisation is an expert. I think we should
discuss also this, if we use it, otherwise I don't think we can use it. Thank you.
MR KNOOPS: [15:12:45] Indeed, the organisation was, due to the lack of funding,
actually ceased to exist 2015. Nonetheless, the best practices might be relevant for
the Court's. But I can ask my question without the document, Mr President.

Q. [15:13:03] Mr Witness, are you familiar with the forensic phenomenon of
clipping, clipping?

A.  [15:13:12] Clipping?

Q. [15:13:13] Clipping.

A.  [15:13:14] Maybe --
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[15:13:15] In the context of the effect of filters.

[15:13:20] The effects of filters?

[15:13:30] Yes?

> O > O

[15:13:30] Maybe I know it in Spanish, but could you go further, if you could
explain to me?

Q. [15:13:35] Clipping, but then I'm going to testify from the bar, and that's, I think,
not the goal of my presence here. I can ask you what are the potential side effects of
implementing filters like you did?

A.  [15:13:50] Yeah.

Q.  [15:13:52] Are there any side effects?

A. [15:13:55] Yeah. Ifollow, I follow you. And with the expertise and with our
practice, this is something that we learned in our daily job. Sometimes if you don't
use a filter in an appropriate way, you engrave more -- more noise, let's say noise,
something indiscernible for the image and for your purpose in this case was obtained
a better visualisation of the video file. If you don't use it in the right way, you could
obtain a video file that is even worse than the original one.

Q.  [15:15:07] The effect of a distortion of a video, audio or visual signal, in which
the peaks of, the top of the peaks with the high amplitude are cut off --

[15:15:26] Yeah.

[15:15:26] -- for example when the amplifier is overloaded --

[15:15:30] Yeah, yeah.

[15:15:31] -- you are familiar with this?

> O > 0O

[15:15:32] Yes, this is, this is something that in audio is very harmful for the
audio signal --

Q. [15:15:36] Yes.

30.05.2017 Page 65



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

ICC-02/11-01/15-T-163-ENG CT WT 30-05-2017 66/73MT T

Trial Hearing (Open Session) ICC-02/11-01/15
WITNESS: CIV-OTP-P-0606

A.  [15:15:38] -- because there is no way to get rid of it, of it.

Q. [15:15:41] So it's possible that this side effect of what they call in the forensic
sciences clipping did occur --

No.

-- during the examination by you?

[15:15:52] No, no. No.

[15:15:53] Why not?

> O » O »

[15:15:55] First because, as you have said, this is a side effect that is -- that could
be observable when a signal is over-magnified. In this way if we over-magnify the
signal, we won't see in an image, we go through an image with some kind of context
to an image that will be totally white. And if we are talking about audio, we will
have an image -- sorry, an audio file that in which the wave has been so amplified
that there is no way to understand anything or to hear anything correctly.

Q. [15:17:04] Mr Witness, my last question relates to your conclusion under 5.
Since you explained this morning to us that you were not in a position to estimate the
exact likelihood ratio --

A.  [15:17:19] Yes.

Q.  [15:17:20] -- now, my question is you used the terminology "more likely." Is
there within your department any form of qualification in grades of certainty, for
instance, a scale from less likely, more likely, highly likely; or is this a qualification
which you always use in your reports in terms of preference for one hypothesis
against the other one?

A. [15:17:56] That's it, since in these kind of analysis, there is nothing to compute
related to the authentication. It's not the same that the one that are performed in the

biology or geometry field.
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Since we haven't observed anything that could lead us to think that the video file has
been tampered with, the results of the analysis that we have performed, and having
these two opposite hypothesis, we have to say that the hypothesis that the video file is
authentic is considered as true, though the final statement lays on the Court, because
we don't have all the information.

Q. [15:19:06] Yes. So to be actually correct and clear, you don't say it's true, it's
more likely than it's true; that's what you're saying?

A.  [15:19:19] Yeah, yeah.

Q. [15:19:20] Thank you. And that's actually the maximum conclusion you can
draw on the basis of your analysis?

A, [15:19:29] Yeah.

Q. [15:19:31] Thank you.

Those were the questions of the team of Mr Blé Goudé. Thank you.

PRESIDING JUDGE TARFUSSER: [15:19:34] Thank you. Thank you, Mr Knoops.
Before asking the Prosecutor if he needs to re-question, I would ask or the Chamber
would ask to play the video because I think we are talking about the video, now I
think it's time to play it. It's a little bit less than 8 minutes, so we are in -- we have
plenty of time.

MR DEMIRDJIAN: [15:20:01] Your Honours, yes, if we could have the floor, we will
play the video, the enhanced version that was provided by the witness.

PRESIDING JUDGE TARFUSSER: [15:20:08] Yes, of course, yes.

MR DEMIRDJIAN: [15:20:10] Thank you.

PRESIDING JUDGE TARFUSSER: [15:20:13] And then obviously you will have the
floor for re-questioning and the Defence also, if they wish so, if you and they wish so.

THE COURT OFFICER: [15:20:25] The Prosecution has the floor, evidence channel 2.
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MR DEMIRDJIAN: [15:20:31] Can we make sure that the witness has evidence
channel 2 on his screen.

THE COURT OFFICER: [15:20:47] Just to make sure the video has to be published
and is public?

MR DEMIRDJIAN: [15:20:52] Yes, indeed.

(Viewing of the video excerpt)

PRESIDING JUDGE TARFUSSER: [15:28:54] Can I ask you a question, the following;:
This is the result of your work?

THE WITNESS: [15:29:03] Yeah.

PRESIDING JUDGE TARFUSSER: [15:29:04] This is the video you provided the OTP
with after you intervened technically on it?

THE WITNESS: [15:29:11] Yeah, but it would be better, just to be sure, if we could
compute the hash of the video file. It looks the same, but I would like to show it.
PRESIDING JUDGE TARFUSSER: [15:29:29] I didn't get the issue.

MR DEMIRDJIAN: [15:29:33] We can assist your Honours. The issue is the witness
would like to make sure that the signature on this video is the exact same one as the
one reported in his report. We have a software in house which we can do in 30
seconds, generate that hash code.

PRESIDING JUDGE TARFUSSER: [15:29:51] Do that, please.

MR DEMIRDJIAN: [15:29:52] So that he can feel --

PRESIDING JUDGE TARFUSSER: [15:29:54] Okay, do that please.

MR DEMIRDJIAN: [15:29:56] Very well. So, again, we can do that on evidence 2.
We have a software which will generate the hash file.

THE WITNESS: [15:31:42] Your Honours, this is the same video file.

PRESIDING JUDGE TARFUSSER: [15:31:44] Okay. My other question is the
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following. We saw also the original before your enhancing and, if I'm not mistaken,
it didn't move so much on the screen. But if I'm not mistaken, I remember well.
THE WITNESS: [15:32:03] Yeah.

PRESIDING JUDGE TARFUSSER: [15:32:03] Is this true or not?

THE WITNESS: [15:32:05] The original one?

PRESIDING JUDGE TARFUSSER: [15:32:07] Yes. Imean, the picture on the screen
moving, not the person who is filming, of course. He is moving. But the picture.
THE WITNESS: [15:32:15] Yeah, the picture, the picture wasn't moving and the
result that you have seen is the result of the global stabilisation filter. On the one
hand, we have that in many moments in which the filter can establish an object -- or
not an object. It could follow the same part of the image. It is very useful because it
offers a good view of the events that are happening.

This is why I advise to the Court, in order to have the better knowledge of the event,
to watch both files, both video files.

PRESIDING JUDGE TARFUSSER: [15:33:15] But am I correct in saying that one was
more firm, the picture as such on the screen?

THE WITNESS: [15:33:22] Yeah.

PRESIDING JUDGE TARFUSSER: [15:33:23] While this one is moving?

THE WITNESS: [15:33:27] It's moving, yeah.

PRESIDING JUDGE TARFUSSER: [15:33:28] Okay. Thank you very much.

Now I ask the Prosecutor if there is need for re-questioning or request for
questioning.

MR DEMIRDJIAN: [15:33:37] Your Honours, I do have a small topic to address on
the filters.

PRESIDING JUDGE TARFUSSER: [15:33:41] Please.
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MR DEMIRDJIAN: [15:33:43] Thank you.

PRESIDING JUDGE TARFUSSER: [15:33:44] Go ahead.

QUESTIONED BY MR DEMIRDJIAN:

Q. [15:33:46] Mr Ruiz Mateos, good afternoon again.

Mr Knoops for the Defence of Mr Blé Goudé was asking you about the concept or the
effects of clipping. And this is something that has to do with the filters applied. I
would just like you to take a look at the Amped Five report one more time, just on the
page where we have these filters. It's CIV-OTP-0082-0359. And I would like to
focus on page 3. Thank you.

Now, this is the page where we see the filters relating to the highlights, the colours
and so forth; is that right?

A. [15:34:50] Yeah.

Q. [15:34:50] Okay. So Ijust want you to give us a very brief comment on the
numbers we have here. For example, the first value, 255, 131, 15, this is the
highlights of the grayscale, I believe; is that right?

A.  [15:35:08] Yeah, the video file was enhanced considering the value of the image,
not considering treating, treating or editing each colour of the LGB, of the LGB
individually.

In the first, the first number means the highlights, I mean the brightness of the image.
As you can see, the highlight was untouched. We only change the midtones and the
shadows.

PRESIDING JUDGE TARFUSSER: [15:35:58] 255, you mean by the first number?
THE WITNESS: [15:36:00] Yeah, 255.

MR DEMIRDJIAN: [15:36:01]

Q.  [15:36:02] So you changed the midtones and the shadows?
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[15:36:06] Shadows.

[15:36:08] So the midtones, is that the second digit, the 131?

[15:36:10] Yeah, the second, 131, and shadows, 15.

S

[15:36:12] What is the normal number, if it's not 131?  If you had not touched it,
what would be the number?

A.  [15:36:18] The ones that you see just below in the red channel, green, and blue.
Q. [15:36:25] Very well. So the red, the green and blue have not been modified?
A.  [15:36:29] No, no. We haven't modified the video file, considering only one
channel in a separate way from the other. We have modified the midtones and the
shadows of the lightness, the light of the video file.

Q. [15:36:55] Very well. So just one final question, so what is the impact of
having --

A.  [15:37:00] Trying to, in this case, trying to have an image with better contrast in
order to appreciate in a better way the image.

Q.  [15:37:20] Thank you, Mr Ruiz Mateos.

MR DEMIRDJIAN: Your Honours, those are all the questions I have.

PRESIDING JUDGE TARFUSSER: [15:37:28] Thank you very much.

Now I revert to Mr Altit.

MR ALTIT: [15:37:31] (Interpretation) No questions, your Honours.

PRESIDING JUDGE TARFUSSER: [15:37:33] Thank you very much.

Mr. Knoops.

MR KNOOPS: [15:37:34] One final question, Mr President.

QUESTIONED BY MR KNOOPS:

Q. [15:37:35] Mr Ruiz Mateos, in regard to the use of filters, you have relied on the

same page, page 3, the Prosecution referred to on the book of Jain from 1989?
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A.  [15:37:57] Yeah.

Q. [15:37:57] 27 years ago. Are you familiar with recent forensic data which relate
to the percentages of side effects of use of filters? Do you have any information for
us?

A. [15:38:15] No, no. No, I have no data of the side effects of these kind of filters
since -- let me tell you that maybe this is something that happens when a filter is
applied in an automatic way by, for example, in a smartphone. Nowadays all of us
have our smartphones with some of them applied automatically some kind of filter.
But in this case, this is something that was applied under our supervision.

Q.  [15:38:55] But you cannot inform us about the exact numbers of data on side
effects using filters?

A. [15:39:01] No, no.

Q.  [15:39:02] Thank you.

MR KNOOPS: Thank you, Mr President.

PRESIDING JUDGE TARFUSSER: [15:39:05] Thank you very much.

This concludes your testimony here before the International Criminal Court. Thank
you for having been here and for having answered the questions. Have a safe trip
home. Thank you very much.

THE WITNESS: [15:39:19] Thank you, Sefior.

PRESIDING JUDGE TARFUSSER: [15:39:22] I ask the court usher to bring you out.
And for me just to say that the hearing is adjourned to after tomorrow at 9.15.
Thank you very much. The hearing is adjourned.

THE COURT USHER: [15:39:40] All rise.

(The hearing ends in open session at 3.39 p.m.)
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The Court Management Section has made the following corrections in the transcript:
*Page 4, line 25:

“engineering” is corrected to “digital forensic”

*Page 20, line 11:

“FDK Imager” is corrected to “FTK Imager”

*Page 54, line 6:

“bias and” is corrected to “Bayesian”
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