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International Criminal Court1

Trial Chamber X2

Situation:  Republic of Mali3

In the case of The Prosecutor vs Al Hassan Ag Abdoul Aziz Ag Mohamed Ag4

Mahmoud - ICC-01/12-01/185

Presiding Judge Antoine Kesia Mbe Mindua, Judge Tomoko Akane and6

Judge Kimberly Prost7

Trial Hearing - Courtroom 18

Tuesday, 22 September 20209

(The hearing starts in open session at 9.33 a.m.)10

THE COURT USHER:  [9:33:21] All rise.11

The International Criminal Court is now in session.12

Please be seated.13

PRESIDING JUDGE MINDUA:  [9:33:48](Interpretation) Court is in session.14

Good morning to everyone.15

Madam courtroom officer, could you please call the case.16

THE COURT OFFICER:  [9:34:02] Thank you, Mr President.17

The situation in Mali, in the case of The Prosecutor versus Al Hassan Ag Abdoul Aziz18

Ag Mohamed Ag Mahmoud, case reference ICC-01/12-01/18.19

And for the record, we are in open session.20

PRESIDING JUDGE MINDUA:  [9:34:21](Interpretation) Thank you very much,21

courtroom officer.22

As always, we shall start with the appearances.23

With the Office of the Prosecutor, first and foremost, Mr Garcia.24

MR GARCIA:  [9:34:34](Interpretation) Good morning, Mr President.  Good25
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morning, your Honours.1

Mr Lucio Garcia representing the OTP this morning.  We have also2

Ms Sarah Coquillaud and we have Mr Dutertre behind me.3

PRESIDING JUDGE MINDUA:  [9:34:50](Interpretation) Thank you very much,4

Mr Garcia.5

Ms Taylor, please, for the Defence.6

MS TAYLOR:  [9:34:54] Good morning, Mr President, your Honours.  The Defence7

for Mr Al Hassan is represented by Ms Molly Thomas and myself Melinda Taylor.8

Thank you.9

PRESIDING JUDGE MINDUA:  [9:35:06](Interpretation) Thank you very much,10

Ms Taylor.11

And for the Legal Representatives for Victims.12

Mr Nsita.13

MR LUVENGIKA:  [9:35:17](Interpretation) Good morning, Mr President.  Good14

morning, your Honours.15

The Legal Representatives for Victims team this morning is represented by myself,16

Mr Fidel Nsita, and Ms Prisque Dipanga.17

Thank you.18

PRESIDING JUDGE MINDUA:  [9:35:33](Interpretation) Thank you very much.19

THE INTERPRETER:  [9:35:34] Ms Prisque Biyéké Dipanga.20

PRESIDING JUDGE MINDUA:  [9:35:35](Interpretation) Thank you very much,21

Mr Nsita.22

I'm now turning to the witness.23

Today we shall be hearing the eighth Prosecution witness.24

Good morning, Mr Witness, can you hear me?25
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THE INTERPRETER:  [9:35:54] No microphone from the witness.1

WITNESS:  MLI-OTP-P-00752

(The witness speaks French)3

THE WITNESS:  [9:36:03](Interpretation) Yes, your Honour, I can hear you only too4

well.5

PRESIDING JUDGE MINDUA:  [9:36:06](Interpretation) Thank you very much.6

Now, on behalf of the Chamber, I would like to welcome you.  You shall be7

testifying with a view to assisting the Chamber in the search for the truth in the case8

of Mr Al Hassan.  Protective measures have been put in place with a view to making9

sure that your identity is not revealed to the public.10

On each occasion that you might have to give details that could possibly reveal your11

identity, we shall go into private session in order to talk about these details, and as a12

result, only those people present in the courtroom will be able to hear what you have13

to say, no one else.14

Have you understood?15

THE WITNESS:  [9:37:09](Interpretation) Yes, your Honour.16

PRESIDING JUDGE MINDUA:  [9:37:11](Interpretation) Very well.  Thank you.17

Now we shall undertake your solemn undertaking, the oath.  We shall take the oath18

according to 66(1) of the Rules of Procedure and Evidence.19

Can you see, Mr Witness, you have a document before you?20

THE WITNESS:  [9:37:32](Interpretation) Yes, your Honour.21

PRESIDING JUDGE MINDUA:  [9:37:33](Interpretation) There we are.  This is the22

solemn undertaking by which you undertake to tell the truth and I would request that23

you read it out loud.  Read out loud what is written on the said document.  Please24

go ahead.25
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THE WITNESS:  [9:37:53](Interpretation) So, your Honour, I solemnly declare that I1

shall speak the truth, the whole truth and nothing but the truth.2

PRESIDING JUDGE MINDUA:  [9:37:59](Interpretation) Thank you very much,3

Mr Witness.  You can now be seated.4

You are now under oath.  And the representatives of the VWS as well as the5

representatives of the Office of the Prosecutor have already told you what this means.6

You should bear in mind throughout your testimony that everything that is said in7

the courtroom is transcribed by court reporters and simultaneously interpreted into a8

number of languages by the interpreters.  It is therefore important to speak clearly9

and slowly.  Only start to speak when the person putting a question to you has10

finished putting the question to you.  Please count to three in your head before11

answering.  This pause is essential for your statement to be taken down correctly.12

Of course, if you have any questions, please raise your hand to indicate that you13

would like to take the floor.14

Have you understood correctly?15

THE WITNESS:  [9:39:40](Interpretation) Yes, I have, your Honour.16

PRESIDING JUDGE MINDUA:  [9:39:44](Interpretation) Thank you very much.17

We shall now move on to your testimony.  You shall first be questioned by the Office18

of the Prosecutor and then the Defence and possibly by the Legal Representatives of19

Victims and maybe by the Chamber.20

So I shall now give the floor to Mr Garcia.21

The witness is all yours.22

MR GARCIA:  [9:40:18] (Interpretation) Thank you very much, Mr President,23

your Honours.  If we could go into private session, please, I just have a few minutes.24

PRESIDING JUDGE MINDUA:  [9:40:31](Interpretation) Madam courtroom officer,25
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could we please go into private session.1

(Private session at 9.40 a.m.)2

THE COURT OFFICER:  [9:40:42] We are in private session, Mr President.3

PRESIDING JUDGE MINDUA:  [9:40:49](Interpretation) Thank you very much,4

madam courtroom officer.5

QUESTIONED BY MR GARCIA: (Interpretation)6

Q.   [9:40:55] Good morning, Mr Witness.7

A.   [9:40:56] Good morning, Prosecutor.8

Q.   [9:40:57] So I have a number of questions for you in private session and then we9

shall move into open session.  Of course this is with a view to protecting your10

identity.11

Could you please state your name?12

A.   [9:41:11] Yes, my name is  and I was born in 13

 on .14

Q.   [9:41:24] If I understand you correctly, you are ; is15

that correct?16

A.   [9:41:32] That is correct.17

Q.   [9:41:33] Could you please explain to us briefly what this unit,  is18

all about?19

A.   [9:41:40] This is a unit within the Office of the Prosecutor that examines all the20

evidence that is electronic in character and also everything that can be found online,21

internet, that is.22

Q.   [9:41:59] So, Mr Witness, on this occasion I'm not going to go through your CV23

because it's part of the report itself, but I have noted that you are a specialised24

investigator in digital and ICT forensic.  Could you please tell us what this25
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specialism is all about?1

A.   [9:42:19] Well, this is a specialism that is obtained subsequent to analysing2

digital evidence, digital evidence such as a mobile telephone, such as a computer,3

such as a communication network.  This includes that kind of domain of activity, if4

you like.5

Q.   [9:42:41] My last question to you:  And how many years of experience do you6

have in that field?7

A.   [9:42:47] I have many years of experience.  I started a little over years ago in8

this field and it is an ongoing form of training, if you like.  I'm learning all the time.9

Q.   [9:43:04] Very well.  Thank you very much for this clarification.10

I'm going to request that we move back into open session, but of course you need to11

remember that your identity is protected, and if at any moment in time any of my12

questions or any report that I might show poses a problem to you, then please13

interrupt me and I shall request that we move into private session so that we might be14

able to solve the issue.  Have you understood?  Is that all right with you?15

A.   [9:43:37] That is fine with me.16

MR GARCIA:  [9:43:40](Interpretation) Thank you.17

Mr President, so with your permission if we could please go back into open session.18

PRESIDING JUDGE MINDUA:  [9:43:50](Interpretation) Could we please go back to19

open session, courtroom officer.20

THE INTERPRETER:  [9:43:54] Message from the English interpreter:  There are no21

pauses between questions and answers and the Judge's instructions need to be22

adhered to, please.23

Thank you.24

(Open session at 9.44 a.m.)25
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THE COURT OFFICER:  [9:44:08] We are in open session, Mr President.1

PRESIDING JUDGE MINDUA:  [9:44:13](Interpretation) Thank you very much,2

courtroom officer.3

Mr Garcia, please.4

MR GARCIA:  [9:44:17] (Interpretation) So, Mr President, your Honours, just for5

information, for the hour that is given to us with the witness today, I shall be going6

over 16 reports that Mr -- that the witness has a link with.  And I'm not going to7

show them on the screen because of the protective measures, I'm going to put specific8

questions to the witness on the subject of said reports, and there we have it.9

So, with regard to these reports, there are a number of files that have been given to10

you.  I think there are over 500 pages to peruse.  Some of them are not entirely11

printed out, I'm talking here about tabs 5, 6, 7 and 13.  So 5, 6, 7 and 13 are the tabs12

that have reports that have not been printed in their entirety, so if we want to refer to13

a document, then it's much easier to do it via eCourt for you to find the document in14

its entirety.  So I'm not going to do so, but if the parties or the Defence would like to15

do so, then it's up to them.16

Q.   [9:45:32] So, good morning once again, Mr Witness.17

A.   [9:45:34] Good morning.18

Q.   [9:45:35] So we have met previously -- or we met last week, in fact, so it's not the19

first time that we have met.  And as I explained to the Chamber, we are going to be20

looking at your reports.  I don't want them to be broadcast, but I'd like you to consult,21

please, tab number 1, it's MLI-OTP-0015-0418.22

Are you there, Mr Witness?23

A.   [9:46:10] Yes, I am, Mr Prosecutor.24

Q.   [9:46:14] So, if I understand correctly, this is a report -- well, first and foremost,25
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do you recognise said report?1

A.   [9:46:21] Yes, I do.2

Q.   [9:46:23] Is it a report that you yourself drafted?3

A.   [9:46:28] Yes, that is correct, Mr Prosecutor.4

Q.   [9:46:33] And could you please explain to us briefly, Mr Witness, what this5

report is all about and why you drafted it.  What does it cover?6

A.   [9:46:47] This is an analysis of an extraction from a Toshiba hard drive bearing7

the number in the report.  And what was requested of me was to extract all the8

information --9

THE INTERPRETER:  [9:47:04] The witness needs to speak more slowly.  He is10

talking about very technical material.  He needs to speak more slowly.11

PRESIDING JUDGE MINDUA:  [9:47:23](Interpretation) Very well, because you're12

speaking the same language, then of course there is the --13

THE INTERPRETER:  [9:47:34] Overlapping speakers.14

MR GARCIA:  (Interpretation)15

Q.   [9:47:37] Yes, I tend to speak far too fast.  I'm going to slow down.  Between16

my question and your answer you need to wait four or five seconds before answering,17

and I'll do the same.18

Could you please explain to us what the methodology is that you do to extract these19

files and, more specifically, do you work with the original version, with the hard disk20

itself, or do you go about it in another way to extract the files?21

Take a few seconds before you answer me, please.22

A.   [9:48:28] I'm going to explain to you the methodology that is applied with all the23

investigative tools that I work.24

So, when we receive an original, what we do is create a working copy that is identical25
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to the original.  In forensic terms, this is called a forensic copy, and said forensic1

copy contains all of the elements that already exist in the original form of the evidence.2

And hence, from that moment on, one no longer works with the original.  And this3

means that at the time of the trial, one can compare the forensic copy that was made4

to the original.  And this enables us to know exactly what form it took when it came5

into our possession as an original piece of evidence.6

Q.   [9:49:39] So if we understand you correctly, Mr Witness, for all the subsequent7

analysis with regard to this original piece of evidence, you are going to be working on8

what we call the forensic copy; is that correct?9

A.   [9:49:57] That is correct.10

Q.   [9:50:01] And so if I understand you correctly, Mr Witness, you yourself are11

going to access the original copy with a view to making a forensic copy; is that12

correct?13

A.   [9:50:13] It could be me or it might be another expert.  The principle is of course14

that -- the ultimate aim is to produce a forensic copy.  And in the context of these15

various reports that were drafted one was able to produce a copy, a forensic copy.16

Now, there are times when these copies are not -- one is not able to produce a copy,17

but that doesn't come into play in what we're talking about here in the -- in this18

instance.19

Q.   [9:50:51] And this specific case in the report we're talking about here, you were20

in a position to produce a forensic copy, were you not, and extract the files; is that21

correct?22

A.   [9:51:05] That is correct.23

Q.   [9:51:11] Now, Mr Witness, I'd like us now to move on to tab 2 in the binder.24

And for the record for the Chamber, the first report after .25
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THE COURT OFFICER:  [9:51:44] Mr Garcia, could we please have an ERN number1

for the record, please.2

MR GARCIA:  [9:51:53](Interpretation) For the tab 2, we are talking about3

MLI-OTP-0018-0002.4

THE COURT OFFICER:  [9:52:26] Mr Garcia, I'm sorry to interrupt, but could you5

please let me know if the paper you are holding in your hand is confidential.6

MR GARCIA:  [9:52:36](Interpretation) No.  It's just my notes.  It's not confidential.7

But thank you for reminding me.8

Q.   [9:52:46] So, Mr Witness, you have the report at tab 2 before you, do you?9

A.   [9:52:54] Yes, I do, Mr Prosecutor.10

Q.   [9:52:58] Now, could you briefly tell us what this report is all about.11

A.   [9:53:06] This report is very similar to the previous in terms of methodology.12

We are talking here about preserving and extracting files from two memory cards of a13

SD type and also from a hard disk.14

Q.   [9:53:30] Could you briefly explain to us what you undertook to do in this15

report?16

A.   [9:53:38] Well, in this report, I made forensic digital copies and, these forensic17

copies, one had to preserve all of the useful information with a view to preserving the18

dates of creation and modification, extract the files that were, that were saved and19

copy them to any -- to any other medium.20

Q.   [9:54:09] And did you manage to do so?21

A.   [9:54:13] Yes.22

Q.   [9:54:19] Can we therefore understand that it is the same type of methodology23

you followed for this report that you did for the previous report?24

A.   [9:54:31] That is correct.25
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Q.   [9:54:38] Now, for the record, this second report comes from Witness .1

Now, Mr Witness, if we move forward a little bit, I would like us to look at this report2

in a little bit more detail at tab 3, MLI-OTP-0033-0140.3

A.   [9:55:10] Yes, I do have it before me.4

Q.   [9:55:15] Now, if we read the title of this report, this is:  Analysis of metadata of5

folders that come from a hard drive 0016-09 -- 0496 and also a portable hard disk6

MLI-OTP-0012-1371.7

Could you please explain to us briefly, Mr Witness, what your mission comprised8

with regard to these two items of evidence.9

A.   [9:55:56] Well, my mission was to analyse in the light of the information made10

available in an engagement letter dated 19 November 2014 and its annexes, the11

metadata of all information available with a view to ascertaining, to the extent12

possible, the dates that the videos and photos were taken in these annexes.  And13

identified any contradictions between these dates and determine, to the extent14

possible, whether these metadata corresponded to the files copied and 15

in the various annexes.16

You should know that, in the engagement letter that was sent to me, I had an extract17

of their statements -- I had excerpts of their statements, I did not have their statements18

in their entireties, I just had some excerpts which enabled me to do my job.  And I19

did so using the same methodology as I did for the previous reports, that is to say,20

that if the forensic copy does not exist, then I would make one and I would work on21

the basis of that copy.  And if it did already exist, then I would compare with that22

copy to make sure that it had not been modified.  And if it remained unmodified,23

I would work on the basis of that copy because it is identical to the original or -- yes.24

Q.   [9:57:50] Thank you for that clarification, Mr Witness.25
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And I'm now referring to page MLI-OTP-0033-0143 at number 4, point 4, you talk1

here about the investigative method.2

And if you look at page 5, point E, you talk here about the filing systems.  Could you3

briefly explain to us what the filing system consisted of and what your conclusions4

were in this regard.5

A. [9:58:37] Well, the filing system is inherent to the medium that you're working6

with.  So, in information technology, there are a number of different filing systems7

that come from the Mac world, that come from the Windows world, or from the8

Linux -- Linux world, and all of these filing systems are crucial as to the manner in9

which the metadata will evolve, if you like.10

Now, in this report, I provide a full description of the manner in which a file works11

and behaves, because you should know that the evidence was handed over by the12

witness and was stored on a separate medium and that medium is important in itself.13

I explained that in the absence of the original medium, some of the files will have14

dates and hours that have been modified or that are modified.  So I focus entirely on15

the date of modification or amendment that can be -- actually, the date at which the16

file was created and not the creation date itself, which is the date of creation on the17

medium on which it resides.18

So those are the different or various things that I explain in this report.19

Q.   [10:00:22] Very well, Mr Witness.  So for the avoidance of doubt, to fully20

understand the content of your report, let's go step by step.  So initially, Mr Witness,21

when you look at the details that you were asked to analyse, basically it boils down to22

two hard drives; is that right, Mr Witness?23

A.   [10:00:48] That's right.24

Q.   [10:00:50] And you mentioned a few moments ago, you said that you didn't25
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necessarily have the original medium.  All right then. For the avoidance of doubt,1

and to help everybody including myself follow your evidence, when you're talking2

about the original medium, you're talking about the initial medium in the camera or3

in the -- or the snapshot camera, is that what you're harking back to?4

A.   [10:01:30] That's right.5

Q.   [10:01:32] All right.  So, in this instance, you're working on the evidence where6

the original files are the ones that you worked on; is that right?7

A.   [10:01:47] Yes.8

Q.   [10:01:50] So let's go step by step.  The first thing you did in your analysis, first9

thing you examined, and this is 0033-0144, that's the page reference, E, the file system.10

So, in order to understand your evidence, it's the file system which is on the medium11

remitted from the source, the hard drives; is that right?12

A.   [10:02:23] Yes, that's right.  Now just a brief clarification, if I may.  Now,13

I don't know whether the hard drive, that was given or not, but the files were14

transferred by the source on to a file medium.  In some cases this could be FAT32, or15

it could be NTFA (sic), both of these are used often under Windows.16

Q.   [10:02:56] Thank you.  So let's look at those file systems, let's keep them top of17

mind.  And let's look further into your report, and I refer you to page18

MLI-OTP-0033-0146, and it's the page where you broach this matter of creation date,19

modification date, and content creation date.20

Now, what I suggest is that we take these in turn.  Take your time, Mr Witness.21

Perhaps I'll put questions to you that you may seem self-explanatory, but they're not22

for me, and this needs to be clear of course for the Chamber and the parties.23

So at 0146 you've got date and hour of creation regarding the file system, and three24

lines further down you say that "This date is not relevant with respect to the analysis25
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that I was requested to conduct."  So why was it not relevant?  And take four or five1

seconds of your time before answering, Mr Witness.2

A.   [10:04:23] The creation date of the file on the new file system will be modified,3

meaning that in this instant case, given the fact that you're not working on an original4

item coming from the witness itself, the file was taken on to another medium and this5

medium is a physical container, if you will, of the original file.  So this date therefore6

is not relevant, because if I'm copying a file on to a different medium, well, it will7

have the creation date that will be identical to that particular time that I'm doing the8

transfer, so it's not therefore relevant for the analysis.  It may be if ever I have to have9

an original medium that was handed to me by the witness himself.10

Is that clear, Mr Prosecutor?11

Q.   [10:05:31] It's clear, Mr Witness.  But to make sure that it's clear for the record,12

if you have the SD card where the photo was taken or the video footage was initially13

shot, if you have that, then you'll reach another conclusion then if you were to14

consider the creation hour or date was not relevant; is that right?15

A.   [10:05:58] That's right.16

Q.   [10:06:02] So let's look to 2, point 2:  Modification date on the file system.  And17

two lines further down, you say that, depending on the file system, this date is18

generally similar to the creation date of the file and relevant, therefore, for the19

analysis that has to be conducted.  All right then.20

Could you expand, therefore, on what you mean by what you write here, by looking21

at the -- maybe telling us -- well, break down the logic underpinning your assertion,22

Mr Witness.23

A.   [10:06:55] Yes.  Now, in this analysis, and here I'm talking about based on the24

file system, because a little further up in the report I make a distinction between what25
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you call a FAT32 file system or a NTFS file system.  There are shades of grey that are1

expanded upon in the report:  FAT32 on creation has 10 milliseconds differences but,2

generally speaking, this date is approximate to the creation date, in other words, the3

creation of the content itself.  It's the time when the file is constituted and filled,4

content is in there.  It's not I'm moving the file.  No, I'm actually creating the file.5

Does that answer your question?6

Q.   [10:07:56] So for the avoidance of doubt, Mr Witness, even on the assumption7

that I have an SD card, or I have a photo, and I put that photo subsequently into a8

hard drive, if that hard drive and the -- with an appropriate file system on it, you're9

saying, therefore, that the modification date that will appear going to that particular10

photo file will be similar to the creation date of the file itself; is that what you're11

saying, Mr Witness?  So we're going to be able to say when the photo was taken in a12

word, approximately anyway; is that right?13

A.   [10:08:37] Well, you're going to be able to date, you can date very -- well, you14

can't date very accurately necessarily, because - I don't know if I follow your15

example - if the photo -- the camera that you used and the date and hour is not right16

in the camera, well, that will impact, therefore, that will be reflected into the creation17

date of the file.18

Again, if the file was modified, let's take an example, video footage, let's say, and I19

take from the video one or two sequences, I extract them out from the footage or,20

I don't know, I do a still shot and then I start the flow of the film again, then the21

modification date here again may be slightly altered.  But, generally speaking, just to22

keep things consistent, it's very, very proximate to the creation or the birth date, if23

you will, or the creation date of the file itself, yes.24

Q.   [10:09:55] All right.  Now, before moving on to the next point, Mr Witness, you25
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asserted, and this is something I'd like to dwell upon with you, with your leave, if the1

photo or the video per se, if you tried to edit it through any specific program, will that2

have an impact on the modification date?3

A.   [10:10:22] Yes, exactly.  The birth date or the creation date could indeed be4

altered.  But there are different types of data.  The three references here, in other5

words, the modification date, the creation date, and the date of latest access, it6

depends on the operating system.  We'll hark back to that later on.  But when you7

look at the date and hour of the creation of the content, this is metadata that are8

internal to the files, the various dates pertaining to a file.  But the role of the expert,9

therefore, is to properly identify the various dates and to establish where -- whether10

there is consistency or inconsistency regarding those dates.11

Q.   [10:11:15] Very well, Mr Witness.  So perhaps now we can move to point 4,12

date and hour of content creation.  A few moments ago you asserted that that13

modification date in some circumstances, at least, was generally similar to the birth14

date.15

Is that the birth date you're referring to?  The date and hour of the contents creation?16

I refer you to point 4 in your report.17

A.   [10:11:48] Yes, that's right.  This is all about what's called internal metadata and18

they're not dependent upon the operating system.  The metadata, the internal19

metadata will be dated at the point of creation.  If it exists.  It doesn't necessarily20

exist, but if it does exist, then it should be very similar, if not identical, to the21

modification date as appears on the file system.22

So this creation date will be the date as featured in the equipment that's actually23

generated the series of photos or videos of course.  But if the date and hour of the24

equipment with which you're producing the files are erroneous, well, obviously then25
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the date of creation will be there -- will flow from that and therefore won't necessarily1

be accurate, but will just reflect what was the date and hour of the creation in the -- in2

the item of equipment that took the video or the photo.3

Q.   [10:12:58] Point 4, last line:  This date is less volatile than those that are not4

subject to operating systems.5

THE INTERPRETER: [10:13:12] Prosecutor is reading.6

MR GARCIA:  [10:13:14]7

Q.   [10:13:15] Can you explain more precisely what this involves?8

A.   [10:13:22] What I'm saying here is that, generally speaking, it's more difficult to9

handle.  They can be handled by tools however, external tools, but they are less10

volatile.  So to get this across, I've done a summary table.  This table demonstrates11

what applications, in other words, the modifications linked to files.12

When you move a file that exists from one computer and you send it to a second13

computer, you've got -- to an external hard drive through a USB key, the date and14

hours are modified.  But the metadata, the internal metadata, however, are not15

subject to that transfer.16

That's what I'm trying to -- that's what I've driving at.  This is what I'm describing in17

that particular paragraph.18

Q.   [10:14:27] Now this question may seem self-evident, but this internal metadata,19

to retrieve them, to modify them, a person doing that, should he have a particular -- a20

particular set of knowledge or skills?21

A.   [10:14:47] Well, it requires greater knowledge than a normal bog-standard user22

of an operating system.  This type of data - maybe we'll talk about that later in23

subsequent reports to expand on them more, more broadly - this is data that is24

generally known to the world of photographers.  Rarely for filmmakers, they might25
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be aware of it, but nobody is modifying them.  So basically it's data.1

In order to modify this data, you really need a more deep-seated knowledge and2

familiar with handling external tools that are not necessarily in the hands of your3

standard Joe in the street.4

Q.   [10:15:37] Thank you very much for that clarification, Mr Witness.5

You also made mention of a table where you conducted operations on files and you6

showed what that produced, MLI-OTP-0033-0147.  That's the page reference,7

Mr Witness.8

But put simply, how should we read this table?  We can start with one, operations on9

NFTS files and FAT32.  Very briefly, how can we use this table?10

A.   [10:16:32] This is a table, as you've rightly pointed out.  These are operations11

conducted on files.  The method that was applied is to take a file, and, given the fact12

that I have no idea what file system was initially used by the witness, I have no idea13

the source of the source file.  It was put on to external disk drive.  I've done various14

operations.  I've copied files from one medium to another, for example, or moving a15

file from an operating system to another - or within the same system between various16

systems - in such a way to show the impact of that on the modifications of date and17

hour of the file or even the creation date or access to said file.18

So if we look at the first example here, if we compare -- well, if we have an NTFS19

system and you move to a FAT32 system and you copy the file, what you'll see is that20

the modification date is preserved.21

However, in terms of the creation and the physical creation of a file on a new medium,22

well, you have the date and the hour of the operation, and the access date, however,23

will be the date of the operation.24

So there it is.  So that's what I was driving at here.25
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Now, in terms of operations on files, in terms of operations on the directory, it's not1

because a witness or an individual may simply move or copy an entire directory, and2

so here I detail the various operations that will arise from that as well as the various3

operations on the files and directories within the same operating system.4

The number of operations, for example, I've moved one file -- I've copied a file or I've5

moved a directory or I've moved files within a directory.  So all that has an impact,6

has implications in terms of the behaviour of the date and hour that feature in the7

system.  It doesn't have an impact on the internal metadata, however, of said files,8

though.9

Q.   [10:18:43] All right, then let's continue.  0033-0150, it's the same report,10

Mr Witness.  Let's look at I and J, here you've drawn up keywords going to the hard11

drives.  These are the words that pertain to the files.  Is that right, Mr Witness?12

A.   [10:19:12] Yes, that's exactly the case, yes.13

Q.   [10:19:18] All right, then, let's just look at EXIF 0053-0154, internal metadata.14

And here you talk about EXIF metadata.15

THE INTERPRETER:  [10:19:46] Prosecutor is reading.16

MR GARCIA:  [10:19:50](Interpretation)17

Q.   [10:19:50] Can you tell us precisely what that involves, EXIF data?18

A.   [10:20:01] Now, what is customarily called EXIF data, these are internal19

metadata that are in the file or associated to the file.  In other words, generally20

speaking, if they're not deleted, you could even with them identify the camera.  You21

could also have other types of information; for example, GPS data.  Possibly you22

could even get personal data that are linked to the file.23

So generally speaking, when you've got a professional photographer, for example,24

this type of EXIF data goes hand in hand with the file because it clearly identifies the25
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source of the file as such.1

Q.   [10:20:53] And by looking at 0154, at the bottom of the page, here you assert for2

0018-0683, on the bottom, you say it's not possible to determine the equipment with3

which this video was -- the equipment that produces video.4

So how do you reach that conclusion, Mr Witness?  The fact that -- well, can you rule5

out that for some -- rule out that some items of equipment were used rather than not?6

How can -- how can we -- how should we understand your finding, Mr Witness?7

A.   [10:21:33] Well, I was asked in my engagement letter whether it was possible to8

identify the equipment, the specific equipment by which the file or video or the image9

files were produced.  Now, in the metadata, of course this -- this file has no metadata.10

It's a video file which is raw, if you will, it doesn't have any metadata.  It doesn't11

have that.  So it was impossible in the source code of the file, any -- any -- anything12

that would lead me to the -- a potential of what the equipment that may have13

produced it in the first place.14

Q.   [10:22:23] Thanks, Mr Witness.  Now, turning to tab 4, MLI-OTP-0039-0536.15

Do you recognise this report, Mr Witness?16

A.   [10:22:57] Yes, I do, very much so, Mr Prosecutor.17

Q.   [10:23:03] If I've understood, you authored this report; is that right?18

A.   [10:23:16] Yes, exactly.19

Q.   [10:23:18] So what does this report deal with very quickly, Mr Witness?20

A.   [10:23:27] It involves dealing with the logical extraction of files from a hard21

drive that has been referenced as 0016-0906.  And I was asked to analyse all the22

metadata.  All the available information in terms of the creation, modification or the23

last access to the file regarding a video, MLI-OTP-00 -- MLI-OTP-0018-0479.  To try,24

where possible, to know when the video was shot, the date.  And to establish any25
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contradictions or inconsistencies regarding the dates, and, where possible, to1

determine whether the files' metadata corresponded to the equipment used under2

annex A.3

So the method.  I received an excerpt from the written statement .  Once4

again, I didn't have the entirety of the written statement, I only had the information5

relevant to the analysis.6

Q.   [10:24:46] If I've understood well, in order for me to understand, did you fulfil7

the task that was given to you?8

A.   [10:24:56] Yes, I did.  Very much so.9

Q.   [10:25:00] All right, Mr Witness. Now let's look at tab 5, MLI-OTP-0058-0441.10

So very swiftly, what does this report deal with?11

A.   [10:25:36] Yes, this is a report which deals with checks done on evidence to see12

whether activities occurred after they were recorded in the forensics and evidence13

unit.  So this report -- through this report, rather, I tried to determine whether14

evidence had been altered after they had been recorded, after they were officially15

recorded as evidence.16

Q.   [10:26:13] All right then.  Let me take you to your findings, 0467, 0468, these are17

the findings of your report.  If I can refer you to them, Mr Witness, page 27 and 28.18

A.   [10:26:41] Yes.19

Q.   [10:26:44] Can you explain your findings very briefly, Mr Witness.20

A.   [10:26:50] Yes.  So, here I had three items of evidence.  These had been21

accessed subsequent to their recording as proof, as evident.  So I -- I concluded that22

on two items of evidence, MLI-OTP-0016-0496 and MLI-OTP-0012-1371, these two23

items of evidence, given the fact that I had a forensic digital copy, I was able to check24

whether the files had been -- had been modified.  And by way of conclusion, I saw25
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that the original evidence hadn't been altered.  There had been access, the files had1

been accessed, there had been creation or deletion of files, temporarily, that were2

inherent in the operating system, but had no -- well, made -- modified in no shape or3

form the original evidence.  And each file, therefore, was referred to by its ERN.4

In terms of 0041-0577, a forensic digital copy hadn't initially been done, which meant5

that I wasn't able to make any comparison with a particular copy.  So in terms of a6

forensic approach, in order to see whether there was a malicious approach to -- I7

mean I can't really -- how can I put it? I can't assert unambiguously that the item of8

evidence was, as it is now, is identical to what it was originally.9

Q.   [10:28:51] But on that very point, on point D, 0468, that page, you said that no10

file was missing from the original item.  Can you explain what that means?11

A.   [10:29:04] Yes.  Just harking back to what I said previously, given the fact that12

I had no benchmark, I was able to reach -- I mean, this is -- this is a conclusion, it's not13

an assertion, because I say "it seems", because it really -- I say this as -- I mean, I14

preface my comment with this caveat, the files that I looked at seemed to correspond15

to the files that had been remitted by the witness.  So that's what I can say.  No file16

seems to have been altered.  When a file seems to have been altered, then -- well, in17

this case, it's only the accesses that seem to have been altered.18

Q.   [10:29:54] So tab 6, 0062-2399, that's the page, Mr Witness.19

A.   [10:30:23] I'm ready.20

Q.   [10:30:25] Could you please explain to us exactly what this report involves?21

A.   [10:30:30] Well, once again, this is an analysis of the metadata of files from a22

hard drive that was registered under 016-0499, and also a portable hard disk under23

1371.  So here we are talking about extracting files and verifying the data, the date of24

creation, the date of creation --25
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THE INTERPRETER:  Repeats the witness.1

THE WITNESS:  [10:31:04] (Interpretation) -- the date of access, and also verify2

whether these files had internal metadata and whether they were consistent with the3

statements referring to the creation of the files and the equipment used by 4

and 5

MR GARCIA:  (Interpretation)6

Q.   [10:31:30] Very well, Mr Witness.  If we look at page 0662-2578, that's annex A.7

Now, for the other reports that you did for the Office of the Prosecutor, these are files,8

the ERN of the files that you analysed and you analysed for this report.  And this9

was the case for the other reports as well, if I understand correctly.10

A.   [10:32:04] Yes, that is correct.11

Q.   [10:32:22] Now, Mr Witness, I would like us now to broach the report at tab 912

and the ERN is MLI-OTP-0069-3848.  Could you please explain to us briefly what13

this report is all about.14

A.   [10:32:57] Yes, indeed.  Here we have operations that were conducted when the15

files were copied, the files that were handed over by on 9 July 2019.  This was a16

mission that was in the presence of an investigator.  who handed over17

files that belonged to him and that were copied on to a healthy or clean medium18

belonging to the Office of the Prosecutor.19

Q.   [10:33:30] And if we look, Mr Witness, at pages 0069-3855 and ongoing, these20

are the files -- or the files that you obtained, the ones we're talking about.21

A.   [10:33:51] Yes, indeed.22

Q.   [10:33:55] Thank you, Mr Witness.  I would now like to go back to tab 7, please.23

MLI-OTP-0069-5868.24

A.   [10:34:27] Yes.25
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Q.   [10:34:28] And first and foremost, before putting questions to you, I would like1

to bring a correction that you indicated to us during the preparatory session,2

MLI-OTP-0069-5868, page 6276, which does not appear here because the document is3

quite voluminous, 958 pages odd.  Instead of saying annexes 10, 11 and 12, it should4

read 8, 9, 10 and 11.  And what is more, you also told us that these annexes are5

detailed at page 6295 of the report; is that correct, Mr Witness?6

A.   [10:35:25] Yes, that is correct.7

Q.   [10:35:28] Now, could you briefly explain to us what this report is all about?8

A.   [10:35:35] This is the analysis of metadata of files from media and files registered9

under different ERNs.  These are four items of evidence that are different.  And the10

mission that was entrusted in me was to once again extract these files and verify and11

analyse any of the videos according to my engagement letter to ascertain what date12

they were recorded at, and also analyse their metadata and identify any13

contradictions between the dates and the hours and determine, to the extent possible,14

whether the metadata of the files corresponds to the metadata --15

THE INTERPRETER:  [10:36:28] Too fast.  The witness is speaking far too fast.16

Please could the witness be slowed down.17

MR GARCIA:  [10:36:36](Overlapping speakers)18

THE INTERPRETER:  [10:36:40] Could the interpreter's request please be heard and19

acted upon.  Could the witness and Prosecutor slow down, please.20

MR GARCIA:  [10:36:57](Interpretation)21

Q.   [10:37:02] I would like us to move to tab 8.22

THE INTERPRETER:  Some of the record was lost because the interpreter stopped23

interpreting because it was too fast.24

MR GARCIA:  [10:37:13] (Interpretation) Tab 8, we are talking here about25
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MLI-OTP-0062 --1

THE COURT OFFICER:  [10:37:26] I would like to remind the party and the witness2

to speak slower, and also to send your request for redaction with the English3

transcript, please.4

MR GARCIA:  [10:37:46](Interpretation) Thank you.5

Q.   [10:37:55] Now, Mr Witness, we are at tab number 8, MLI-OTP-0062-0625.6

Could you please explain to us briefly what this report is all about.7

A.   [10:38:14] This is an analysis of metadata of files pertaining to the SD card8

registered under MLI-OTP-0041-0577.9

Q.   [10:38:43] Now, I refer you to page 0062-0625, of course it's page 0633, little i.10

So these are questions of dates and times of creation with regard to the files.  And11

the three lines further down you talk about the present date and a certain relevance to12

the analysis that has been requested.  Could you please explain to us a little bit more13

what this conclusion is all about.14

A.   [10:39:26] Yes, indeed.  So according to the analysis that is requested, some of15

the dates and even the creation date of a file on a file system can be of importance.16

In the context of this analysis, this is rather relevant because the medium that is17

MLI -- sorry, MLI-OTP-0041-0577 had been accessed and had been modified after18

having been saved.  So had a new file been created, then that date would have19

come -- would have been of importance.20

Q.   [10:40:31] And I shall put the same question to you for this report:  Did you21

fulfil the mission that was entrusted in you?22

A. [10:40:41] Yes, I did.23

Q.   [10:40:47] So now I would like to peruse with you tab 10, MLI-OTP-0038-0882.24

A.   [10:41:08] Yes.25
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Q.   [10:41:11] Now, could you please explain to us what we have in front of us.1

What is this report all about?2

A.   [10:41:25] Well, it could have been entitled technical report because here we are3

talking about the extraction of five files from MLI-OTP-0038-0002, and these are five4

audio files that were extracted for the translation service.5

Q.   [10:41:52] You authored this report?6

A.   [10:41:56] Yes, indeed.7

Q.   [10:42:01] So I would now like to move on to tab 11, MLI-OTP-0050-0445.8

A.   [10:42:20] Yes.9

Q.   [10:42:23] Could you explain to us what this report is all about.10

A.   [10:42:31] I do apologise, I didn't note down the reference.  Could you ...11

Q.   [10:42:43] So I am referring to tab 11, 0050-0445.12

A.   [10:42:59] Yes.13

Q.   [10:43:03] Could you please briefly explain to us what this report is all about.14

A.   [10:43:24] This is a report about conducting a forensic copy.15

Q.   [10:43:50] Now, for us to understand correctly, this is a forensic copy of the hard16

drive; is that correct?17

A.   [10:43:59] That is correct.18

Q.   [10:44:04] And once again, were you the person who drafted this report?19

A.   [10:44:13] That is correct.20

Q.   [10:44:18] Now, Mr Witness, if we could please go to tab 12,21

MLI-OTP-0069-3003.22

A.   [10:44:41] Yes.23

Q.   [10:44:44] I understand that you are the person who drafted this report?24

A.   [10:44:52] That is correct.25
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Q.   [10:44:56] Could you please briefly explain to us what it is all about.1

A.   [10:45:04] This is an analysis of metadata from a portable hard disc registered2

under MLI-OTP-0038-0002.  And I was requested to analyse the audio files indicated3

by their ERN numbers in the engagement letter and determine at what date they were4

saved and also provide metadata pertaining to them, and any other indications -- any5

other necessary indications or any other data that was contained in said hard drive.6

Q.   [10:45:44] And you did fulfil that mission, did you, Mr Witness?7

A.   [10:45:52] That is correct.8

Q.   [10:45:57] Now, Mr Witness, if we could go on to the last report at tab number9

13, MLI-OTP-0076-0442.10

A.   [10:46:13] Yes.11

Q.   [10:46:15] Now, if I understand correctly, it was you yourself who drafted said12

report?13

A.   [10:46:24] That is correct.14

Q.   [10:46:30] Could you explain to us briefly what it is all about.15

A.   [10:46:39] So once again, we're talking here about the analysis of metadata of16

files from medium that were registered under MLI-OTP-0038-0002.  And the mission17

entrusted to me was to analyse all of the metadata and all of the available information18

in the file - date of creation, date of modification, date of access - with regard to the19

elements listed in annex A and its addendum with a view to ascertaining to the extent20

possible the date and hour of the time when they were taken, these.  And also use21

any other data according to the -- the computer used in order to clarify said points.22

Q.   [10:47:31] Did you fulfil the mission that was entrusted in you?23

A.   [10:47:36] Yes.24

Q.   [10:47:45] Now, Mr Witness, with your leave, could you please look at tab25
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number 14, ERN MLI-OTP-000 -- no.  0050-0729.1

A.   [10:48:08] Yes.2

Q.   [10:48:10] So if I understand you correctly, well, could you please tell us who3

drafted the report?4

MR GARCIA:  [10:48:31] (Interpretation) One moment, please.  I do apologise.5

The name of the person can be seen.  We don't need to refer to it.  Sorry about that.6

Q.   [10:48:42] Just for the purposes of clarification, can you verify the contents of7

said report with regard to its accuracy?8

A.   [10:48:51] Yes, indeed.9

Q.   [10:48:58] And could you tell us what it is all about.10

A.   [10:49:05] This is a report that was created subsequent to the creation of a11

forensic copy and the extraction of files on the medium that were analysed.  It is a12

CD-ROM or DVD that was handed over by a source.13

Q.   [10:49:34] Thank you, Mr Witness.  If we move to tab 15, MLI-OTP-0051-0116.14

A.   [10:50:10] Yes.15

Q.   [10:50:13] If I understand you correctly, Mr Witness, you were the one who16

drafted this report?17

A.   [10:50:21] That is correct.18

Q.   [10:50:25] Could you briefly tell us what it is all about.19

A.   [10:50:37] This is a report about the creation of a forensic copy and the extraction20

with a view to saving each individual file in the Ringtail system.21

Q.   [10:51:00] And we are now coming to your last report, that's tab number 16,22

MLI-OTP-0056-0286.23

A.   [10:51:28] Yes.24

PRESIDING JUDGE MINDUA:  [10:51:35](Interpretation) Mr Prosecutor, you had25
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said that you were going to take an hour to question this witness and now we're at1

one hour and 20 minutes.  We have 10 minutes before our first break.2

So please, really, could you wrap up.3

MR GARCIA:  [10:51:55] (Interpretation) Thank you, Mr President, your Honours.4

I am now on my last questions in order to wrap up.5

PRESIDING JUDGE MINDUA:  [10:52:03](Interpretation) Please go ahead.6

MR GARCIA:  [10:52:10] (Interpretation)7

Q.   [10:52:12] Could you briefly tell us what this report is all about, Mr Witness.8

A.   [10:52:20] Once again, this is a report about the forensic copy, the creation of a9

forensic copy pertaining to an evidence -- an exhibit handed over by the Malian10

authorities and the extraction of files with a view to analysing each and every one of11

them.12

Q.   [10:52:40] Thank you, Mr Witness.  Now, two last questions to you to wrap up.13

We reviewed the 16 reports.  Are you able to confirm the accuracy of said reports in14

the light of the comments that you made today?15

A.   [10:53:00] Yes, indeed, I can confirm the accuracy of the reports.16

Q.   [10:53:05] And also, Mr Witness, do you have any objection whatsoever to these17

reports being tendered into evidence in this case?18

A.   [10:53:18] None whatsoever.19

Q.   [10:53:22] Thank you, Mr Witness.  I have no further question for you.20

MR GARCIA:  [10:53:27] (Interpretation) And thank you very much, Mr President,21

your Honours.22

PRESIDING JUDGE MINDUA:  [10:53:29](Interpretation) Thank you very much,23

Mr Prosecutor.24

So as we are all aware, this witness falls under Rule 68(3) of the Rules of Procedure25
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and Evidence.  The Chamber is satisfied that the conditions required under 68(3) of1

the Rules have been met.2

So I shall now turn to the Legal Representatives for Victims.  Mr Nsita, I note that on3

18 September, the Legal Representatives for Victims presented an application to4

question this witness, and this is document 1053, filing 1053.5

Now, having heard the examination-in-chief led by the Office of the Prosecutor,6

I would like to know whether the Legal Representative for Victims maintain their7

request to question this witness.8

Mr Nsita, please.9

MR LUVENGIKA:  [10:54:47](Interpretation) Mr President, thank you for allowing10

me to address the Court.11

After having heard -- and good morning, Mr Witness.12

THE WITNESS:  [10:54:59](Interpretation) Good morning.13

MR LUVENGIKA:  [10:55:00](Interpretation) After having heard the testimony of the14

witness, the Legal Representatives for Victims do not have any questions to put to the15

witness.  And I believe that that will reassure the Defence.  Thank you.16

PRESIDING JUDGE MINDUA:  [10:55:17](Interpretation) Thank you very much,17

Mr Nsita.  I don't know whether Defence would be reassured by that, and why,18

indeed.19

So Ms Taylor, we should now be moving on to the cross-examination, but we only20

have five minutes left before the break.21

So what would you like to do?  Would you like to take the break now or would you22

like to start with your cross-examination?23

MS TAYLOR:  [10:55:43] Thank you, Mr President.  I think it would make sense to24

take the break now.25
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PRESIDING JUDGE MINDUA:  [10:55:56](Interpretation) You are absolutely right,1

Ms Taylor.2

So we shall rise for half an hour and we shall reconvene at 11.30.3

The hearing is suspended.4

THE COURT USHER: [10:56:28] All rise.5

(Recess taken at 10.56 a.m.)6

(Upon resuming in open session at 11.31 a.m.)7

THE COURT USHER:  [11:31:22] All rise.8

Please be seated.9

PRESIDING JUDGE MINDUA:  [11:31:48](Interpretation) Court is in session.10

So, Ms Taylor, it's now for you to perform your cross-examination.11

But I have a concern.  Quite obviously, the Chamber has not prescribed a time limit12

for your cross-examination.  But just for housekeeping, I'd just like to know how13

many minutes will you need for your cross-examination?  Ms Taylor.14

MS TAYLOR:  [11:32:29] Thank you, Mr President.  There are a substantial volume15

of materials that are dealt with by these reports.  Now, I will aim to get through16

them as quickly as possible, but it may depend on the witness's answers. But I don't17

envisage us going beyond today, if that assists.  And we will aim for roughly two,18

two and a half hours, I would say, maximum with that caveat attached.19

PRESIDING JUDGE MINDUA:  [11:33:05](Interpretation) Thank you very much,20

Ms Taylor.21

Our concern obviously was to finish -- well, what we wanted to do was to conclude22

the cross-examination today.23

Anyway, the witness is yours.24

Oh, Mr Prosecutor.25
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MR GARCIA:  [11:33:20] (Overlapping speakers)1

PRESIDING JUDGE MINDUA:  [11:33:23] (Interpretation) The Defence hasn't begun,2

and you still have an objection?3

MR GARCIA:  [11:33:31] (Interpretation) Under Article 61 of the conduct of4

proceedings, the Prosecution would also like to relay preliminary objections that the5

Defence intends to put before the witness (Overlapping speakers)6

PRESIDING JUDGE MINDUA:  [11:33:43](Interpretation) You're right.  Off you go.7

MR GARCIA:  [11:33:45](Interpretation)  In substance, your Honours, we object to8

the document 9 be used.  Unless, of course, the Defence can make a showing of the9

relevance of that document in terms of their questions.10

This is a document addressed to a third party, which is -- has no bearing upon the11

witness currently on the stand.12

The same holds for document number 10, MLI -- number 9, 0058-0187.  Number 10,13

MLI-OTP-0061-1643.14

This document is a report that was authored by a third party and not by the witness.15

So the Prosecution struggles to see the relevance of questions within that ambit.16

Document 16, this is a notification between third parties, which has no bearing upon17

the witness.  Consequently, we, the Prosecution, doesn't see the relevance and we18

enter an objection.19

And last, your Honours, the Prosecution notes with concern that number 5, we have a20

witness statement, a statement which must remain confidential.  Obviously, if there21

are any questions going to that document, we'll have to move into private session.22

The Prosecution -- well, obviously to us, we feel that the questions must be relevant23

thereto.24

Anyway, these are the concerns that the Prosecution has in relation to this25
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question 0075.1

PRESIDING JUDGE MINDUA:  [11:35:32](Interpretation) Thank you, Mr Prosecutor.2

I turn to Ms Taylor.3

You heard the Prosecution.  He has concerns in relation to three documents.  And4

also the confidential witness statements.5

What can you say, Ms Taylor?6

MS TAYLOR:  [11:35:51] Thank you.  The list of exhibits was finalized on Friday7

because it was a weekend.  It's not my intention to refer to any of those documents,8

in fact.  They were put on to the list out of an abundance of caution.9

I would, perhaps, note that - and, again, without going into content in front of the10

witness, document 16 may be relevant to an issue of timing, but I don't think it's11

appropriate for me to address this in front of the witness.12

PRESIDING JUDGE MINDUA:  [11:36:29](Interpretation) You would like the13

witness to withdraw?14

MS TAYLOR:  [11:36:32] I don't believe it's necessary to do so.  I think if I -- it's still15

moot as to if and when I will need to show these documents at which point an16

objection can or cannot be made.  But I believe it would be premature to address it at17

this point, given that it may depend on what the witness testifies.18

PRESIDING JUDGE MINDUA:  [11:36:53](Interpretation) Very well.  I understand.19

Mr Prosecutor, we shall not continue with this.  These documents feature on the list.20

The Defence hasn't yet used them.  So let's start with the cross-examination, and,21

where necessary, you will rise, make an objection and we will take a position.22

MR GARCIA:  [11:37:11](Interpretation) Just a question from a procedural23

perspective.  If the Defence could give us prior warning before embarking upon its24

cross-examination which document it seeks to use, this would circumvent us standing25
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up and objecting every time.  It would be a time safer.  That's all I say.1

PRESIDING JUDGE MINDUA:  [11:37:36](Interpretation) I think your observation is2

relevant.3

Ms Taylor, please start your cross-examination.4

MS TAYLOR:  [11:37:42] Thank you, Mr President.5

QUESTIONED BY MS TAYLOR:6

Q.   [11:37:46] Good afternoon -- or good morning, Mr Witness, we're about to go7

into the afternoon.8

It's my understanding that the Prosecution doesn't want the pseudonyms of witnesses9

to be mentioned in open session.  So if it's possible, could you avoid referring to any10

of the P numbers that you referred to in the earlier session.11

Also for the court officer and the Registry, all of the documents that I'm referring to12

should not be shown to the public.13

Now, if we could turn to tab 1 on the Prosecution's list of exhibits, that's14

MLI-OTP-0015-0418.15

And this morning -- it's tab 1 on the Prosecution's list, not the Defence list.  Sorry,16

Mr Witness, I think you need to look at the Prosecution's binder.  Thank you.17

So this is a report that you prepared concerning the contents of a hard drive that was18

received from a witness.19

Now, is it correct, Mr Witness, that you received it at the ICC itself?20

THE INTERPRETER:  [11:39:39] Microphone is not activated.21

THE WITNESS:  [11:39:43](Interpretation) My apologies.  That's right, yes.22

MS TAYLOR:  [11:39:47]23

Q.   [11:39:47] So you weren't present during the handover itself?24

A.   [11:39:59] No, that's right.  I wasn't there.25
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Q.   [11:40:03] And before this handover took place, did you  provide any1

instructions to the investigators involved as to the steps they should take to ensure2

the integrity of digital files?3

A.   [11:40:30] That type of information was imparted, but I can't confirm that that4

was done in this instant case.  Regularly, we inform the various parties who retrieve5

electronic evidence, we tell them how to preserve their integrity so that they could be6

used during trial, for example.7

Q.   [11:41:02] And to your knowledge, are you aware whether the Prosecution8

investigators were present when the witness saved these files onto the hard drive?9

A.   [11:41:24] I can't answer your question.  I don't have that information.10

Q.   [11:41:30] Now, in your report, if I could take you to page 0422, you note that11

the person had deleted files in his recycle bin that could be looked into at a later stage.12

Was that done?13

A.   [11:42:05] It wasn't done.  Given the fact that this wasn't asked for in the report,14

this wasn't done.  But these files, these are primarily files that, to the best of my15

knowledge -- to the best of my recollection, these were files that were only temporary16

and held no data that was relevant to the investigation.17

Q.   [11:42:36] So if I could turn now to tab 3 on the Prosecution's list of exhibits,18

that's MLI-OTP-0033-0140.  And I think you testified this morning that the purpose19

of this report was to analyse certain metadata and possible contradictions?20

A.   [11:43:22] Yes, that's right.21

Q.   [11:43:26] Can you explain what was meant by contradictions?  How you22

interpreted this?23

A.   [11:43:40] By taking into consideration the various information that's given to24

me, potential contradictions, there could be a file sequence that was established or25
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created in a logical sequence and then a file may not actually correspond to that1

logical flow.  So if the file has EXIF data, then it's more straightforward to pick up on2

said contradictions.3

This morning, I talked about various operating systems and my explanations there4

show that it can be -- you can detect contradictions more easily if you refer to the date5

and hour of the file's modification.6

Q.   [11:44:39] Now in your report at 0153, you said that your work was to find7

metadata as to date and time when none were in the metadata linked to the creation8

of the file.  And just so I employ consistent terminology, by this you mean the9

internal metadata registered in the file itself?10

A.   [11:45:16] If they exist, yes, that's right.11

Q.   [11:45:19] And if this metadata doesn't exist, is it an indication that the file has12

been processed, for example, with editing software which removed the data?13

A.   [11:45:49] No.  It won't always be the case because in all likelihood it will14

depend on the device that created the file in the first place.  I don't know whether it's15

this particular report, but it could be.  Here we make reference to three image-type16

files which it, on the face of it, has EXIF date, if -- if memory serves.17

Q.   [11:46:20] Mr Witness, my question was:  Is it possible that if this data is18

missing, it could be an indication that the file has been processed with editing19

software?20

A.   [11:46:45] No, not specifically.  The data could be deleted without editing the21

content itself.  It's the -- it's the external metadata that could be deleted but without22

the file's content being involved.  It's very, very complex.  I can go into the finer23

detail and try to give you an inkling into what's involved.  But a file is made up of its24

content, but also other things that are added at the beginning and the end of the file.25

ICC-01/12-01/18-T-028-CONF-ENG ET 22-09-2019 36/86 SZ TICC-01/12-01/18-T-028-Red2-ENG WT 22-09-2020 36/86 T
Pursuant to the Trial Chamber X’s directions, ICC-01/12-01/18-789-AnxA, dated 6 May 2020, the redacted version of the transcript is filed in the record of the case.



Trial Hearing                          (Open Session)                        ICC-01/12-01/18
WITNESS:  MLI-OTP-P-0075

22.09.2020 Page 37

Now, a human is going to look at the file as a whole.  He'll look at its -- its header,1

what's linked to the file, but once he -- under the bonnet, if you like.2

Now some files help you retrieve the data and see them.  For example, a system that3

processes photographs and, with that, you'll be able to retrieve GPS data where you4

can associate the picture to a map.  That type of information.5

So it's possible to extract, but that won't impact the integrity of the video that was6

taken or the -- or the picture that was taken. So the fact that you delete the data, the7

EXIF data that are added to the file, that will not impact -- will not alter the content of8

the file per se.9

Of course, if a file has been subject to a modification, an editing process, then some10

software will add -- in and of themselves will add an additional capsule indicating11

that the file per se has been altered by an external programme.12

Now then you can talk about content modification.  But I said in one of the reports13

that the simple fact of opening a file with a particular software will modify some data,14

but without modifying the file per se.15

For example, a file derived from a video editing software.  The fact that you're16

simply opening up the video, modifies the file's metadata even though you haven't17

modified the file per se.  So I'm using modification as a word, but it's highly complex.18

It covers a variety of sins because obviously there's different layers to it.19

And my objective really, in these reports was to show that the metadata, the internal20

metadata and the date and time of the files used, I wanted to look at whether they21

were -- were they contradictory or not.22

So I didn't look at the content per se, the pictures that you can see or the video footage23

that can be played.24

Does that answer your question, Counsel?25
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I hope so.1

Q.   [11:49:39] Well, Mr Witness, you've answered with one hypothesis.  But to be2

clear, I'd like to discuss two different sets of metadata because I believe that's what3

your report was doing.  The internal file metadata and the system metadata.4

You would agree that there's two separate sets of metadata there that you analysed?5

A.   [11:50:09] Yes, that's exactly right.6

Q.   [11:50:12] And in your report, you find examples where the modification date7

on the file system metadata was different than the creation and modification dates in8

the internal file metadata.  This is what you set out at page 0156 of your report.9

A.   [11:50:55] That's exactly right.  So in that particular case, the file was modified10

by an external software.  And as I said, the simple fact about opening the file will11

modify certain internal metadata.12

But that doesn't mean that the file per se was modified and I'm not able to confirm or13

otherwise.  The only way forward would be to return to the original file that was in14

the witness's possession.  The modification occurred when the file was in his15

possession.16

So it's not incumbent upon me, if you will, to cast aspersions on his testimony.17

Q.   [11:51:50] So just to clarify from what you've said.  When you say that this18

difference, it's possible that this could be caused by opening the system, you've also19

said that you couldn't confirm that that was the case.  It would only be possible to20

identify this by reference to the original.21

So what you have in your report is, essentially, one hypothesis as to a possible cause?22

A.   [11:52:34] That's right.  Otherwise, your -- I mean, I suppose you're referring to23

the MLI-OTP-0018-0146.  I imagine you're referring to that one, where we see that24

the name of the file doesn't tally with the file that may have been established or25
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created by a machine.  In all likelihood, it was renamed.  This renaming may have1

occurred in the -- in the software I'm referring to because this is a telltale sign that I2

found in the file itself.  This is a trace, if you like, that unfortunately I can't -- I can't3

show it to the Court, here.  To do so I'd need to be able to access the original item of4

the evidence, the original file, which is on the forensic copy, through which I could5

indeed show you what signs showed -- show, rather, that the Adobe Première Pro6

software is able do in terms of modifications, in terms of what that software can do.7

So without the EXIF data, I mean, you have -- that's one thing, but once you have8

internal data, it's best to base yourself on those internal metadata.9

Q.   [11:53:59] If I could turn you to footnote 11 of 0156.  You note that Adobe10

Première Pro 4.0 is a software used to create photo/video montages.  So it's a form11

of -- it's a video editor, in effect?12

A.   [11:54:32] Yes, that's right.  That's the trace I found.  But it doesn't mean for all13

that that the file was modified by that programme.  The internal metadata was14

modified because -- because the file was opened.15

Now I'm not an expert in comparing video files, I point that out.  So my role is only16

confined to addressing the metadata.  I haven't checked whether the file underwent17

a modification in terms of its content.  In other words, editing proper, adding a logo,18

for example, or removing a sequence.  That particular verification wasn't part of my19

remit.  So I based myself on the metadata that I have received.20

Q.   [11:55:20] Now, in terms of a general question regarding metadata.  Once a21

video has been edited, for example, if you have separate clips that are put together,22

would it be correct that the composite video, the metadata of the composite video23

would not have any correlation to the original clips?  The integrity will have been24

lost in that process?25
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A.   [11:56:00] Well, loss of integrity, once again, this escapes the scope of my1

expertise.  On the face of it though, by simply mixing or compiling a number of the2

clips is not going to change the integrity of the video.  The integrity of the video,3

once again, to address that matter, you're going to have to look at the device that4

created the images if you want to address the matter of a change in integrity status.5

Q.   [11:56:34] Perhaps if we could use the word "metadata".  The metadata of the6

composite video will not correlate to the metadata of the individual clips because7

you've created a new file, in effect.8

A.   [11:56:58] That's exactly right, yes.  But based on the type of software that may9

be used, some metadata could be preserved, but then you'd have to run tests with the10

specific software that was initially used to make sure that that was indeed the case.11

But it's axiomatic.  If by creating a new file, that file will be made up of some12

sequences, a number of clips that will be different and -- then this new file will13

present its own internal metadata or not at all, for that matter.14

Q.   [11:57:36] So the video I mentioned was on -- we were talking about 0156.  If15

we could refer to -- on the same page, you refer to a video, which is16

MLI-OTP-0018-0158 -- 0148.  And you make a similar finding - just to confirm for the17

record - about Adobe Première Pro?18

A.   [11:58:23] No.  No, no, no.  I'm not clarifying that it was modified by Adobe or19

any other software.  If that had been the case, I would have made mention of it in the20

report.  For each item of evidence I analysed, if it was -- if a trace of a software had21

been found or information likely to shed light on that specific file for the purposes of22

the trial, it would have been mentioned in the report.23

But in this case, I don't make any reference at all to any such item of information.24

And I wasn't, therefore, able to identify the device that produced the images and25
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therefore to see whether anything had been modified.1

Now, 0146 is the page reference for referring to other material in the report.2

Q.   [11:59:30] Sorry, the video is MLI-OTP-0018-0146 and we're on page 1056 -- oh,3

sorry, 0156?4

A.   [11:59:51] Yes, that's right.  So in that particular instance, my comment holds in5

relation to that specific item of evidence.6

Q.   [12:00:02] And just to confirm that there were other videos where you made7

similar findings.  For example, if we could refer to 0178 and pages 0179?8

A.   [12:00:35] Yes, that is correct.9

Q.   [12:00:37] Could we turn to tab 8 on the Prosecutor's list of --10

PRESIDING JUDGE MINDUA:  [12:00:48](Interpretation) Mr Prosecutor.11

MR GARCIA:  [12:00:49] (Interpretation) I'm sorry, Mr President, could we indicate12

for the record which video we're talking about because we're referring here to pages,13

we're talking about several videos.  Could we give the MLI-OTP-reference to the14

videos because, otherwise, we're going to be lost at a given moment in time when15

trying to ascertain what we were referring to.16

PRESIDING JUDGE MINDUA:  [12:01:13](Interpretation) You are right in so saying.17

Ms Taylor, could you be a little bit more specific, please.18

MS TAYLOR:  [12:01:18] Certainly.  On page 0178, the video would be19

MLI-OTP-0018-0744.  And also MLI-OTP-0018-0745.  And then on the next page, it's20

MLI-OTP-0018-0746.21

Q.   [12:02:34] Mr Witness, can you confirm for the record that those were the videos22

on the pages that we were referring to, that reference, Adobe Pro?23

A.   [12:02:54] Yes, I can confirm.24

Q.   [12:02:58] So if we could now turn to tab 8 on the Prosecution's binder.25
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MLI-OTP- -- actually, no, you don't need to turn that yet, sorry.  It's going to be a bit1

confusing because there are several reports linked to different witnesses.2

Now, do you recall, and again, we can go to tab 21 of the Prosecution's list of exhibits,3

it's MLI-OTP-0038-0758.4

You were asked to analyse the metadata of a video provided by a particular witness5

and to do so by reference to a specific extract of that witness's testimony.6

In particular, you were asked to identify whether the system metadata was consistent7

with a system of copying files and use of materials described by this witness.8

Can you explain how you understood this instruction?9

A.   [12:04:34] So on the basis of the engagement letter, I would have to go back to10

the report that is associated to it.  But if my memory serves me correctly at the11

reading of annex A, which refers to excerpts of the testimony of this witness, he refers12

to systems that he used to produce the specific file, and, in this regard, I would also13

say that he refers to the use of editing programmes, which is entirely consistent with14

the information that I provided in other reports as well.15

So that's all I can say.  I don't quite know what your question is driving at.  I16

interpreted, I -- well, I read through and I interpreted those references with a view to17

doing my job.  I don't quite see what the question pertains to.  What you want me to18

answer.19

Q.   [12:05:43] Were you interpreting your references in order to identify20

consistencies with the witness's testimony?21

PRESIDING JUDGE MINDUA:  [12:05:56](Interpretation) Mr Prosecutor.22

MR GARCIA:  [12:05:58] (Interpretation) With your leave, Mr President, would it be23

possible to allow the witness to refer to the reports which the engagement letter is24

linked to because the witness said in his answer that quite a specific question is being25
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put to him with regard to the instructions.1

So we should be -- we should take the witness into account and ask him precisely2

what it's all about in terms of the engagement letter.3

PRESIDING JUDGE MINDUA:  [12:06:33](Interpretation) Ms Taylor.4

MS TAYLOR:  [12:06:34] Well, with respect, the report is the final product.  When5

someone receives a mission letter, it's at that point where they develop the approach6

that will be put into the report.7

So in all fairness to the witness, the question should centre on how he interpreted that8

mission letter and what he understood - having received the mission letter - that he9

was supposed to do.10

Now the mission letter should stand alone.  If it doesn't stand alone, then that would11

suggest that the witness had need for further discussions.12

PRESIDING JUDGE MINDUA:  [12:07:25](Interpretation) Mr Prosecutor.13

MR GARCIA:  [12:07:26] (Interpretation) Mr President, the report itself and the14

answer is the answer from the witness.  So there the answer lies.  I just want to15

underscore the fact that this is not a quiz.  The witness has produced 16 reports.  A16

specific question is being put to him and the least we can do is to show the report to17

him.  The witness will be able to see what is being referred to specifically.  In view18

of the fact that the report arise -- rises out of the mission letter, I think that the two go19

hand in hand.20

PRESIDING JUDGE MINDUA:  [12:08:00](Interpretation) Thank you very much,21

Mr Prosecutor.22

But I do believe that the Defence should be allowed to conduct its own23

cross-examination.  Of course, the reports do exist, but I have understood24

Ms Taylor's concern, that is, after having received the mission letter, you know, to get25
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to the 16 reports being produced, what approach was followed?1

Is that correct?  Is that what you're driving at, Ms Taylor?2

Yes, Mr Witness, please answer the question.3

THE WITNESS:  [12:08:33](Interpretation) Your Honour, well, the approach that was4

adopted is identical to that for all my reports, that is to say, that I am given a piece of5

evidence and I see what task was entrusted in me.  I check and there were, in this6

case, excerpts from the statement that might have been able to put me on the right7

track as to what I have to be careful of.  I always use the same methodology.  I find8

the original piece of evidence.  I check without even taking into account what is9

being -- what is said in annex A, annex A to the mission letter. I first and foremost10

make sure that I respond to the questions put to me, but I have a number of analysis11

tools that I use and then I see what I'm using in terms of system, Mac, Windows or12

whatever, and then I go and see what the bits and bytes are.13

That is to say, the data of the file.14

I might have shown to you, in order to explain what I'm referring to, you know, such15

and such an element as I see here. I was using a Z1 device, and, if it exists, then this16

will be apparent in the information.17

So original systems were used to create a video and I can only base myself on what I18

have in front of me.  I do not draw any conclusions from something that I do not19

have in my hands.20

PRESIDING JUDGE MINDUA:  [12:10:30](Interpretation) Thank you very much,21

Mr Witness.22

I think that the witness has answered the question, Ms Taylor, so we can move on.23

MS TAYLOR:  [12:10:38]24

Q.   [12:10:41] If I can refer you to MLI-OTP-0062-2399.  Tab 6 of the Prosecution's25
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binder.  This is a report concerning devices provided by two different witnesses.1

And you were asked to identify the apparatus used to film the files.2

If I could turn you to page 02 -- sorry, 2420, you state that if the files possess EXIF3

metadata, EXIF, it should be possible to identify this apparatus, but not if this data4

has been erased.  That's correct?5

A.   [12:11:48] I do not have the page 2420 before me and it is not in my annex, but6

I can answer your question in a generic manner.  The EXIF data comprise data that is7

indicated by the system by which -- or with which the data was created.  So this8

EXIF data can be modified.  I can give you an example in order to maybe illustrate9

this in a more consistent manner with reference to what I'm going to explain to you.10

So, for example, if I use a camera, Nikon in make, I can record the EXIF data as if11

it -- as if I were using a Canon camera.  Now in the files themselves there is data12

which are like internal signatures to a file.  As I explained to you, there are the13

contents of a file and then there are headings to a file.  So some systems record data14

that might not come out in the EXIF data, but will not be visual to the human eye, but15

an expert in forensic analysis would be in a position to find them.16

Does that answer your question?17

Q.   [12:13:27] Thank you.  I think we're going to have to bring up documents onto18

eCourt because the Prosecution only printed some of the pages.19

So you've just mentioned that this EXIF data can be altered to show false information.20

If it's missing, is this also a possible indication that the file has been processed with a21

software that removed the data?22

A.   [12:14:08] Once again, in the absence of the document or the original file as it23

was created originally by the medium, such as the camera or the video camera, I can't24

answer your question specifically.  It is also possible that the file that was created25
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was created without this EXIF data.  So it's very difficult for me to answer your1

question as to whether they were erased or not.2

One should bear in mind that the various testimony has made reference to3

individuals - I'm not going to go into details here - to individuals whose job it is to4

produce this type of medium.  So it is quite consistent for them to use means to erase5

certain items of data when they are selling their file on to a newspaper or elsewhere.6

So the absence of EXIF data doesn't mean that the contents themselves have been7

modified.  There is the contents on the one hand and then there is the entire8

encapsulation around the existence of this file.9

So were we to imagine a Facebook profile, if today I were to take a photograph of the10

centre of The Hague city and I post it on my Facebook profile, the EXIF data will quite11

simply be erased by Facebook.  That doesn't mean to say that I didn't take the12

photograph, it doesn't mean to say that it is not an original; it would have been13

modified by somebody on the outside, if you like.14

Q.   [12:16:18] Now, Mr Witness, I'm not asking you to testify on your15

understanding as to what a witness may or may not have done.  I'm asking you as an16

expert of the Court - this is a general proposition - if EXIF data is missing, is this a17

potential indication that the file could have been processed with editing software?18

A.   [12:16:58] The answer to that is no, not specifically.19

Q.   [12:17:04] Not specifically is not a specific answer.  Is it possible?20

A.   [12:17:15] It is possible, but in order to illustrate what I just said, there is21

software that enables people to get rid of the EXIF data without actually changing the22

file itself.  That doesn't mean to say it's been edited as such.23

Q.   [12:17:37] Now, when you went through the videos, you found examples where24

the EXIF data was not present; that's correct?25
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A.   [12:17:56] Through the entirety of all these reports, yes, most probably.1

Q.   [12:18:00] So perhaps if we could bring up page 2420 on the eCourt system of2

this report.3

THE COURT OFFICER:  [12:18:11] I take this opportunity to inform you that the4

witness is now able to see the document on his SMARTBoard.5

MS TAYLOR:  [12:18:32]6

Q.   [12:18:33] Now, this page you're referring to the file, MLI-OTP-0018-0034, so you7

have for this file the modification date registered in a system file but not the internal8

file metadata, the EXIF or file creation date.9

A.   [12:19:24] That is correct.10

Q.   [12:19:26] So in the absence of an EXIF or file creation date, you can't determine11

if there are any gaps in time between the original creation of the file and the date on12

which the file was saved on the system; would that be correct?13

A.   [12:19:57] In the absence -- that is correct.  In the absence of the original file,14

coming out of the camera immediately, it is impossible.  And by dint of what I said15

this morning, if the camera or the medium used to create the photo or the video does16

not have a consistent date, I can't indicate this kind of information.17

But if you're referring to my reports, on each occasion I talk about a date of18

modification of the file, which is the date which is the nearest or identical to the date19

of birth of the file.  Because I do believe that we're going -- we're referring to20

modification dates as modification dates within the system.  But as I said to you, it's21

similar or very close to the date of birth date, taking into account to the preliminary22

remark that in the absence of the camera, as such, it is impossible to make a report.23

I'm not talking about an expert report, but I'm talking here about associating the date24

at which it was filmed.25
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Now, as to the mission, I was asked on each occasion to verify whether the date or1

time for which the analysis is requested, whether those dates and times is consistent2

with regard to the testimony of the given witness, and when that was not the case, it3

was noted in my report, to say that there was a difference between the hour and date4

that was indicated by the witness.  As a reference, I can give you, for example, that5

one of the witnesses said that the videos were filmed in the year 2012 --6

Q.   [12:22:08] Mr Witness, I'll go into that later, that report.  Just in the interests of7

moving on.8

So if we don't have the original file, we don't have the internal file metadata or the9

EXIF data, we only have the system file data, it wouldn't be possible, would it, to10

know if the version we have now has been modified or if the content has been11

modified?12

A.   [12:22:51] So to be able to answer the question, the answer would not be13

dependent upon my expert report.  You would have to analyse the contents of the14

video to ascertain whether it had been modified or not after its creation.15

What I was able to note was that the videos that were analysed for the date and hour16

were -- an EXIF data were consistent with what had been said.17

Q.   [12:23:24] If you could turn to page 2442 of your report.18

If it could be brought up onto the eCourt.  I don't think it's been printed.19

You analyse a video, MLI-OTP-0018-0693.  You note that it's a video QuickTime file20

and that the system and file modification dates are the same.  You also note upon21

physical analysis of the file, it appears to have been edited by the Apple Final Cut22

Studio software.23

What did your physical analysis involve?24

A.   [12:24:23] So once again, firstly, I did not even see the contents of the video itself.25
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I work on the basis of the information on the basis of the medium.  As I said, there is1

some data that can be found in the famous encapsulation of the video.  So it seemed2

to me that it had been edited by the Apple Cut software because I found traces of the3

existence of that software.4

Maybe the term "edited" was used in a general manner.  You know, quite simply the5

fact that the person opened the video and viewed it on their computer using that6

software would have created this encapsulation.  That doesn't mean to say that the7

contents have been changed.  The date is similar -- is similar to the -- to the date of8

creation.  That means to say that it is consistent with what has been noted.9

Q.   [12:25:35] So Apple Final Cut Studio, that's a software that allows you to edit10

and merge clips, that's right, to create a montage or a movie?11

A.   [12:25:54] I do not know the software as such.  I don't use it myself.  So I didn't12

conduct that -- I didn't check that.  So I can't answer that question.13

Q.   [12:26:04] Can I show you tab 12 of the Defence list of exhibits, that's14

MLI-D28-0004-0656.15

THE COURT OFFICER:  [12:26:23] Ms Taylor, would you mind to turn your16

microphone off when you are not speaking to avoid any leak, please.  Thank you.17

MS TAYLOR:  [12:26:43]18

Q.   [12:26:43] Do you have this in front of you, Mr Witness?  It's tab 12 of the19

Defence list of exhibits.  It's a pamphlet concerning Apple Final Cut Studio.20

A.   [12:27:06] I have it before me.21

Q.   [12:27:13] So would you agree, Mr Witness, that this is a software that allows22

you to edit and merge clips and to create movies?23

A.   [12:27:32] So in the absence of the requisite time to read through the document24

that you've just provided me with, I'm just reading the title, I can say that it is indeed25
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a post-production software.  That doesn't mean to say that it's going to be used in all1

its functionalities.  So most probably this is -- it's not an instruction booklet, but2

rather an explanation -- an advertising explanation, you know, telling us all about3

how wonderful it is.4

So it might enable people to edit or it might also enable people to quite simply view5

without adding the contents.6

Q.   [12:28:24] Earlier today you agreed that when you have different clips that have7

been put together, which form a composite clip, the metadata will correspond to that8

composite clip.  So would that mean that the fact that you have a video where the9

system and file modification dates are the same doesn't mean that the video isn't a10

composite?  It could potentially mean that the dates you're looking at correspond to11

the edited or composite version of that video?12

MR GARCIA:  [12:29:25] (Interpretation) Mr President.13

PRESIDING JUDGE MINDUA:  [12:29:29](Overlapping speakers)14

MR GARCIA:  [12:29:31] (Interpretation) I listened to the question.  There is a claim,15

and asking the witness whether he agrees with a claim, and then followed up with16

two or three questions.  Now, could we sort of make things a lot simpler for the17

witness so that we can follow things more easily and make matters easier for the18

witness.19

PRESIDING JUDGE MINDUA:  [12:29:53](Interpretation) Could you please rephrase20

your question, Ms Taylor.21

MS TAYLOR:  [12:29:56] Thank you.22

Q.   [12:29:57] Mr Witness, earlier today you accepted that if you have different clips23

that were put together to form a new video or a composite video, the metadata would24

correspond to that new video and not the original clips; that's correct?25
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A.   [12:30:26] Counsel, without being able to run a test, I can't provide an accurate1

answer to your question.  I cannot assert something about which I have no inkling2

into the results.  I'm basing myself on what I have before me to answer the questions3

that you're putting to me.4

To shed light on matters for the Court, I could draft a report on that very point that5

you're putting to me.  But I can't answer all the questions when I haven't run any6

initial test.  I don't use the software that you're referring me to.  I found traces, but I7

can't foreshadow the behaviour of such or another software.  I can only base myself8

on what I -- what I have analysed myself.9

Q.   [12:31:29] (Microphone not activated)10

THE INTERPRETER:  [12:31:30] Microphone, please.11

MS TAYLOR:  [12:31:31]12

Q.   [12:31:32] Perhaps if we can rephrase it and focus on what you can't verify.13

If you don't have the original file and you have -- and you were analysing a video,14

now the mere fact that the system and file modification dates are the same does not15

mean that that's the same date of original video if the video has been edited in the16

meantime?  Or, rather, that's not something you can potentially verify in the absence17

of the original?18

MR GARCIA:  [12:32:17] (Interpretation) Once again, your Honour --19

PRESIDING JUDGE MINDUA:  [12:32:20](Interpretation) Mr Prosecutor.20

MR GARCIA:  [12:32:21] (Interpretation) I do apologise for interrupting the flow, but21

the witness has already answered.  He can only say what he can within the ambit of22

his expertise.  He's under oath.23

The question is rather complex and then at the last minute she slips in another24

question, which over-complicates matters as well.  It's really difficult to follow.25
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So my application is to request that the questions are put more simply.  The area of1

expertise is rather complex and to have something useful through the witness, I think2

it's worthwhile having something easy to understand.3

PRESIDING JUDGE MINDUA:  [12:33:02](Interpretation) Mr Prosecutor, we have4

noted what you say, but I will ask you not to interrupt the flow constantly.5

Ms Taylor.6

MS TAYLOR:  [12:33:13]7

Q.   [12:33:15] Mr Witness, let's go through this step by step, not looking at videos in8

particular, but general principles.9

If you have a file and you are not able to determine the extent to which the content10

has been edited -- are you with me, Mr Witness?11

A.   [12:33:57] Yes, I am following what you're saying.12

Q.   [12:34:00] And for that file the system and file modification dates are the same,13

it's possible that that date corresponds to the edited version of the video.14

A.   [12:34:47] Counsel, if there are traces, editing traces within a file, it's possible15

that if another file were to be created, that those dates and times would be identical.16

But here this is just -- I'm speaking in the abstract.  The only thing that we can17

confirm on the basis of a file is you can check - and of course it's more complex than18

just looking at files and dates and times - to find out whether the file was indeed19

modified or edited.20

When you're talking about editing, you need to think about editing at different levels.21

First, you have to think about the internal metadata.  Second, you have to look at the22

transfer of a file onto another operating system or another device.  And third, quite23

simply editing of the content per se of the file.24

And here you're putting questions to me, even though they are relevant, but I can't25

ICC-01/12-01/18-T-028-CONF-ENG ET 22-09-2019 52/86 SZ TICC-01/12-01/18-T-028-Red2-ENG WT 22-09-2020 52/86 T
Pursuant to the Trial Chamber X’s directions, ICC-01/12-01/18-789-AnxA, dated 6 May 2020, the redacted version of the transcript is filed in the record of the case.



Trial Hearing                          (Open Session)                        ICC-01/12-01/18
WITNESS:  MLI-OTP-P-0075

22.09.2020 Page 53

answer these questions in the affirmative or in a more exhaustive fashion because to1

do so would be -- would require deep-seated analysis that would require a different2

field of expertise:  Digital forensic analysis of the metadata of the -- of the file and3

then additional analyses done by an expert who would be able to establish whether4

the content of the video is an assembly, a composite of various clips or files that5

you've referred to, or you're dealing with a single standing video, in other words, a6

sequence that started at time A, finished at time B, without any interruption, but7

which doesn't really enter into the ambit of the expertise that I was asked to fulfil and8

exits the scope of my expertise.9

PRESIDING JUDGE MINDUA:  [12:36:43](Interpretation) Thank you very much,10

Mr Witness, for your answer.11

But, Ms Taylor, you have put your question based on general principles.  I followed12

that closely.  The witness provided a relevant answer.  And I am of the same13

opinion, the witness has just answered basing himself on general principles and his14

answer strikes me, flowing from that, as relevant.15

Now he says, in substance, that everything is possible.  Now we haven't made much16

progress.  If we know that everything -- well, suffice to say that we know that17

everything is possible.18

So could I ask you to get to the nub of the matter based on the file that he worked on19

in conjunction with the report that he himself produced.20

MS TAYLOR:  [12:37:37] Certainly, Mr President.21

Q.   [12:37:42] Could we turn to pages 244 to 2449 of your report.22

If that could be brought up, 2448 and then 2449, if it can be brought up on the screen.23

THE COURT OFFICER:  [12:38:25] Ms Taylor, for sake of clarity, could you please24

indicate the ERN number of the document, please.25
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MS TAYLOR:  [12:38:47] 0062-2399 and we're looking specifically at pages 24481

to 2449.2

Q.   [12:39:14] And you refer here to MLI-OTP-0018-2595 and you mention that it3

appears to be edited by an external software that could be either Adobe Media4

Encoder, Adobe Photoshop, CS4 Windows?5

A.   [12:39:41] Yes, but it's not Adobe Photoshop, but Adobe Media -- hang on a sec.6

We're not looking at the same page, I think.7

Yes, yes, Media Encoder and CH4 for Windows, Adobe Photoshop.8

Q.   [12:40:10] Are you aware that Adobe Photoshop CS4 is an image editing9

software?10

A.   [12:40:24] Once again, Adobe Photoshop CH4 is an image editing software.  It11

doesn't mean that the image was modified by that software.  With it you can also12

look at photos and image files without, for all that, modifying them.13

Q.   [12:40:46] And Adobe Media Encoder, is that a software that allows you to stitch14

files together?15

A.   [12:40:59] My analysis didn't address Adobe Media Encoder.  These are just16

references that I retrieved in the metadata, in the encapsulation of the files which17

indicate that the files were opened, as I stated.  They seem to have been accessed,18

they seem - I underscore - seem to have been accessed or modified by this type of19

software.  That's what I write.  But it's not part of the scope of my expertise and it20

wasn't in the time that I could use to delve into the details of each software and to21

check each component that the -- that may have been subject to something or other in22

contact with said software.23

Q.   [12:41:50] Could we turn to tab 8 on the Prosecution's list of exhibits.  This is24

MLI-OTP-0062-0625-R01.25
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If we could turn specifically to page 0642, you note that the files were saved by1

reference to a date and time in the title of the file and that this was likely to be2

generated by the recording device.  That's correct?3

A.   [12:42:46] That's right.4

Q.   [12:42:48] And if I could turn you to page 0644, this concerns a file named5

adama, it's MLI-OTP-0041-0612.  And you ascertain the file system modification date,6

but since the title had been changed, you weren't able to verify if it was consistent7

with the date and time of recording; is that correct?8

A.   [12:43:42] That's right.  It indicates the date and time of the modification on the9

file system.  As mentioned previously, it is proximate to the birth date of the file, yes.10

And it is consistent in relation to the various other files that were on the medium.  In11

other words, in the files that were analysed, they were all dated of the 14th, pretty12

much of the same period, June or July 2012.13

Q.   [12:44:25] But you weren't able to verify the initial creation date for this14

recording, were you?15

A.   [12:44:36] In relation to this report, I don't follow your question.  I'm sorry, do16

forgive me.17

Once again, without the camera that was used to produce that video footage, I can18

only rely on the data that I have before me and that were consistent with the19

statements appended in the annex, which state that the video footage in question was20

produced -- well, was filmed and recorded in the period of the -- of the year 2012.  So21

that file is consistent when linked in to the witness statement.22

Having said that - and this has already been said on a number of occasions - really if23

the apparatus used by the individual doesn't correspond, doesn't tally, well, it's not24

possible, Counsel, to accurately establish that it was shot at that particular time.  It25
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might have external reference points, you might have, let's say, a newspaper or a date1

that appears in the video footage which would confirm that it was at that particular2

date and time.3

Does that answer your question, Counsel?4

Q.   [12:46:07] Thank you.  If we could turn to page 0642, you analyse several files5

where the date and time set out in the title of recording is not the same as the6

modification date saved in the system files.  For example, MLI-OTP-0041-0604, the7

title is 20120611165714.mpg, which effectively corresponds to a date of 11 June 20128

and a time of 16:57.  And the system modification date is listed in your report as9

14 June at 20:00 hours.  And you concluded this appears to indicate that the file had10

been saved on a different device because of this difference.11

Could it also suggest that the content could have been modified in the meantime?12

A.   [12:47:46] Well, we'd have to return to the witness statement.  If memory serves,13

he states that he --14

PRESIDING JUDGE MINDUA:  Prosecutor.15

MR GARCIA:  [12:48:00] (Interpretation) We are in open session.16

PRESIDING JUDGE MINDUA:  [12:48:05](Interpretation) Yes, we are.  You want to17

move into private session?18

MR GARCIA:  [12:48:08] (Interpretation) If that pleases your Honour.19

PRESIDING JUDGE MINDUA:  [12:48:13](Interpretation) Court officer, private20

session, please.21

MS TAYLOR:  [12:48:16] (Overlapping speakers) before going into private session,22

we're not here ascertaining what the witness said.  We're ascertaining what the23

expert identified on the basis of his analysis of metadata.  So the witness is not on the24

stand.  I have not elicited information about what the witness may have said in his25
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statement.1

So I would direct the witness here to answer on the basis of his understanding of2

what could be possible on the basis of metadata.3

PRESIDING JUDGE MINDUA:  [12:48:53](Interpretation) In his answer he may not4

risk identifying the author, Ms Taylor?5

MS TAYLOR:  [12:49:03] Not if he's answering solely on the basis of the metadata6

that was before him.7

PRESIDING JUDGE MINDUA:  [12:49:14](Interpretation) Prosecutor.8

MR GARCIA:  [12:49:16] (Interpretation) Your Honour, only if the witness needs to9

make reference to that, because he's taking into consideration of what was in the10

annexes.  If he does need to answer, we need to move into private session, otherwise,11

we will be asking for redactions.  Now if we don't want him to do it, okay, then the12

witness doesn't need to and we can continue in open session.13

PRESIDING JUDGE MINDUA:  [12:49:47](Interpretation) Mr Witness, this morning I14

warned you about identification risks.  Now, if you think that your answers may15

divulge somebody's identity, then we can move into private session.  If not, then we16

can continue in open session, Mr Witness.  What's your preference?17

THE WITNESS:  [12:50:09](Interpretation) I don't think I'm going to disclose18

anything.  I will do my best to answer.  Perhaps I will make reference to it, but I19

won't be identifying who I'm referring to.  I don't even know who the witness is.20

PRESIDING JUDGE MINDUA:  [12:50:22](Interpretation) That's fine.  Off you go.21

We will stay in open session in conformity with the open court principle.22

THE WITNESS:  [12:50:33](Interpretation) To be consistent, this assertion is right.23

The person -- I mean, if you look at my findings, I talk about references to the device,24

the device that I retrieved.  So the person in all probability moved, in other words,25
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copied those files, or moved the files from his camera to an external device. So it's1

totally understandable that the date and time of modification be different in relation2

to the date and time of the creation that is apparent in the title of the file.  Taking into3

consideration, however, that for the date and time appear and make up the name of4

the file, the device would have to be synchronized with the real date and time for the5

timestamp to be valid.6

Does that answer your question, Counsel?7

MS TAYLOR:8

Q.   [12:51:32] Mr Witness, it would appear that you base yourself on what the9

witness said and then looked at whether it was consistent with the metadata, rather10

than looking at whether there were inconsistencies.11

Now did you look into any alternative hypothesis before referencing the witness12

statement?13

A.   [12:51:59] No, Counsel.  I rely on what I have before me.  I used the various14

items of information that I had at my disposal, and the metadata that feature in my15

reports is the metadata -- the accurate metadata that featured on the evidence that you16

have to run any ancillary analysis.  So I'm basing myself on facts and on something17

which is scientific based on what I see in the evidence.18

Now, it's logical, when you look at the name of the file, over and beyond its ERN,19

immediately what springs to mind I will look at a date and time and a date and a time20

which are pretty close to the modification date, and that's what emerged.  At no21

point in time have I said nor asserted that the file was created at such-and-such a date22

and time.  I rely on facts, on what I can see.23

The modification date, therefore, on 14 June 2012, if you look at the first file, and it24

seems, it seems, it seems that the name of the file corresponds to the date and time25
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when the video recording was done, in other words, 11 June 2012, and that is highly1

plausible.2

Now, to answer such a question, I mean the question that you've put to me over and3

beyond what I can -- I can see in terms of, you know, in terms of the physical item of4

evidence, to answer your question it would be worthwhile possibly asking the5

witness to make a statement or confirm that it was indeed 11 June 2012, the date at6

which the video footage was shot.  I wasn't there.  I can't answer your question in a7

more, more adequate fashion than I'm doing here and now on the stand.8

Q.   [12:53:54] Mr Witness, in terms of your conclusion that your analysis was9

consistent with the declaration of the witness concerned by this report, at its highest10

you could only conclude that videos in the format that existed in 2018 had11

modification dates corresponding to dates in 2012.12

A.   [12:54:35] Yes, that's right.13

MS TAYLOR:  [12:54:41] Mr President, I'm just bearing in mind whether we should14

break now or at 1 o'clock.  I'm going into a new chapter of questions.15

PRESIDING JUDGE MINDUA:  [12:54:55](Interpretation) You're right to put that16

question.  Because you are embarking upon a new area and we only have five17

minutes, it's probably worthwhile rising now.18

So we are going to do just that, we are going to rise for about an hour and a half and19

we shall resume at half past two.20

We rise for the luncheon adjournment.21

Court is adjourned.22

THE COURT USHER:  [12:55:34] All rise.23

(Recess taken at 12.55 p.m.)24

(Upon resuming in open session at 2.31 p.m.)25
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THE COURT USHER:  [14:31:23] All rise.1

Please be seated.2

PRESIDING JUDGE MINDUA:  [14:31:49](Interpretation) The session is open and3

we will continue with the Defence cross-examination.4

Ms Taylor, the floor is yours.5

MS TAYLOR:  [14:32:09]6

Q.   [14:32:09] Good afternoon, Mr Witness.7

Now, earlier today you testified that in terms of methodology, where you were doing8

your reports, if you had an original file, you would make a forensic copy and work off9

the forensic copy; is that correct?10

A.   [14:32:41] Yes, that's correct.11

Q.   [14:32:44] Can you explain the rationale for doing so.12

A.   [14:32:59] This is the methodology used as a standard process.  In the whole13

world we don't work on the original, we work on what we call a forensic copy, which14

you can see as a photograph of the element of evidence, and this is a copy which is15

read-only, which means that you are unable to amend it.  And, if you were to do so,16

the integrity of the file would be compromised.  I'm talking about the forensic file.17

So, this means that we can conserve the item of evidence in time.18

Q.   [14:33:56] So can I understand from that that the purpose of not working19

directly on the original file is to ensure that modifications aren't inadvertently made,20

if it's not write protected?21

A.   [14:34:17] Yes, that's correct.  But I could add, part of the methodology, I access22

the item with a data exchange blocker, which is a piece of equipment which means23

that when you access the equipment -- the evidence, you can't amend it or change it in24

any way.25
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Q.   [14:34:46] In 2017, you were asked to prepare a new forensic report concerning1

information extracted from the drive of a particular witness.  And I won't name that2

witness.  And while performing this review, you discovered that the original file had3

been accessed on different occasions; is that correct?4

A.   [14:35:30] Yes, that's correct.5

Q.   [14:35:34] And this also applied to the SD card provided by another witness,6

you determined that someone had accessed it?7

A.   [14:35:50] Yes, that's correct.8

Q.   [14:35:54] And is it correct that apart from P-102 -- are you familiar with who9

P-102 is, firstly?10

A.   [14:36:11] I have no idea.11

MS TAYLOR:  [14:36:13] (Overlapping speakers) have to go into private session very12

briefly.13

PRESIDING JUDGE MINDUA:  [14:36:22](Interpretation) Court officer, can we go14

into private session, please.15

(Private session at 2.36 p.m.)16

THE COURT OFFICER:  [14:36:36] We are in private session, Mr President.17

PRESIDING JUDGE MINDUA:  [14:36:43](Interpretation) Thank you.18

Ms Taylor.19

MS TAYLOR:  [14:36:48]20

Q.   [14:36:50] Mr Witness, is it correct that, apart from accessing21

the files, you weren't aware of these other accesses?22

A.   [14:37:08] I can't know who had access.  The way it works is that when I have23

an original item of evidence, when I take it out of the safe, I check it against24

the forensic copy that I have to check that the two elements are still identical.  I make25
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a comparison.1

And on that occasion I realised that certain items of evidence, looking at the chain of2

custody, had been accessed on various occasions, once they had been register -- after3

having been registered in the safe.  So when I took them out of the safe, I saw that4

they had been registered at a certain date.  In the safe, when I took them out, I saw5

the chain of custody, and if I could see that there were new dates, that is an indication6

that someone has accessed these items.7

Q.   [14:38:25] Mr Witness, is it your testimony today that your discovery was based8

on the chain of custody logs as compared to your analysis of the files?9

PRESIDING JUDGE MINDUA:  [14:38:47](Interpretation) Prosecutor.10

MR GARCIA:  [14:38:48] (Interpretation) To be clear, could we mention the item11

we're discussing and which report, because we're now talking about items of12

evidence without being clear, and I think that it would be easier.13

PRESIDING JUDGE MINDUA:  [14:39:11](Interpretation) Ms Taylor, could you14

please clarify this.15

MS TAYLOR:  [14:39:15] I've been avoiding referring to specific drives so as not to16

refer to the witnesses involved.  Now, I can refer the witness to, is it tab 6 of the17

Defence binder, MLI-OTP-0050-0250.  But before going into the contents of this, and I18

think it's fair to ask the witness if his discovery was based -- his discovery -- he has19

already testified that he discovered that there had been accesses, and I would like to20

put to him, first, whether his discovery was based on the chain of custody logs, first,21

or whether he first discovered this when reviewing the files.22

MR GARCIA:  [14:40:12] (Overlapping speakers)23

PRESIDING JUDGE MINDUA:  [14:40:13](Interpretation) But the Prosecutor just24

asked on the basis of which file, which item did the witness discover that there had25

ICC-01/12-01/18-T-028-CONF-ENG ET 22-09-2019 62/86 SZ TICC-01/12-01/18-T-028-Red2-ENG WT 22-09-2020 62/86 T
Pursuant to the Trial Chamber X’s directions, ICC-01/12-01/18-789-AnxA, dated 6 May 2020, the redacted version of the transcript is filed in the record of the case.



Trial Hearing (Private Session)                        ICC-01/12-01/18
WITNESS:  MLI-OTP-P-0075

22.09.2020 Page 63

been additions in the past.  I think that's what we're talking about here.  That's how1

I understood it.2

MS TAYLOR:  [14:40:32] (Overlapping speakers) Then I can give those references,3

but perhaps we should go into open session.4

MR GARCIA:  [14:40:39] (Overlapping speakers)5

PRESIDING JUDGE MINDUA:  [14:40:40](Interpretation) Prosecutor.6

MR GARCIA:  [14:40:41] (Interpretation) To avoid any other interruption, if there are7

any other questions that my learned colleague would like to ask which are going8

to -- to ask any other questions which might indicate the identity of a witness.9

PRESIDING JUDGE MINDUA:  [14:41:02](Interpretation) That's a good idea.10

Could you please mention anything now that might involve the identity of another11

individual.12

MS TAYLOR:  [14:41:12] I don't believe it's necessary to do so.  I think we have13

certain drives which have reference numbers.  I can refer to who they refer to.  So14

there's   And there was also an SD15

card that we referred to earlier that the witness recognised my reference to, and that16

was .17

PRESIDING JUDGE MINDUA:  [14:42:00](Interpretation) Are you following this,18

Mr Witness?  Do you remember ?19

THE WITNESS:  [14:42:09](Interpretation) I don't know the numbers, but perhaps I20

could explain what the procedure is that I was following at the time.21

And in order to see whether items have been accessed, I checked the chain of custody22

to see when they had been looked at, to see -- and that would allow me to see whether23

items had been accessed at certain times when they have been officially in somebody's24

hands.25
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Now, was it that person who did it or was it some other person, I don't know.  But if1

I take an item of evidence today and I re-register it again tomorrow in the safe, then2

for two days I had it, it is in my position -- possession, so that would -- I would3

assume it was that person.  I don't have a crystal ball, of course, so I don't know who4

actually changed these items, but we do have an indication of when these files were5

created, when they were accessed, and when they were done temporarily.  But when6

you open a temporary file, as I said in the report, this does not affect the item of7

evidence, it doesn't affect the content.  But each individual item, because -- with8

the forensic copy, I was able to check that the files --9

MS TAYLOR:10

Q.   [14:43:53] (Overlapping speakers) I think we're leaping ahead of ourselves.  We11

were dealing with the issue of chain of custody.  We can deal with the issue of12

the content of your report afterwards.13

Now, before moving out of private session, I have a question.14

You've just stated that you don't know who accessed the files, but if you were basing15

yourself off the chain of custody logs, would that not have been noted in the chain of16

custody logs?17

A.   [14:44:29] Yes, I think so, it should be noted.  However, there are internal18

mechanisms which allow some people to access these items as part of their work.  I19

can't name this as part of the chain of custody.20

Does that answer your question?21

Q.   [14:45:05] Do you recall asking to have a meeting with Mr Dutertre to discuss22

this?23

A.   [14:45:17] Well, how did I discover these changes, it was because I had been24

authorised to carry out file analyses, and when I saw that there had been changes to25
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the original item of evidence, I thought it was a good idea to inform the person who1

made the request that the original items are not the technical copy, the forensic copy,2

but to say that it was not in its original state, and that is why I deemed it wise to make3

mention of this.4

Q.   [14:46:05] And when you mention this, was any clarification or information5

provided to you concerning the circumstances of access?6

A.   [14:46:24] No, not at all.  As far as I recall.7

Q.   [14:46:31] So if we could just turn to your report, if we could look at8

MLI-OTP-0058-0441 at 0457, this is tab 5 of the Prosecution's list of exhibits.9

And you noted that since you do not have access to original operating systems, you10

couldn't determine whether anti-forensic methods had been used on this evidence;11

that's correct?12

A.   [14:47:29] This is something said before, looking at the three items.  For two of13

them I had a referent which was the digital forensic copy.  For the third I don't, so14

I can't base myself on an analysis of this.  But when I'm talking about using these15

anti-forensic methods, this means that somebody had deliberately changed the item16

of evidence.  That's in the conclusion of the report.17

I don't put this type of conclusion.  I say that probably none of the files are missing18

for item 3, so the changes refer probably to the access to the files.  For the two others,19

one ends in 96 and the other finishing in 71, since I have a reference, I can say that20

the file's access, their content had not been changed, because I have a reference which21

allows me to make that statement.22

Q.   [14:49:03] Mr Witness, I'll ask you again, can you explain what anti-forensic23

methods are?24

A.   [14:49:22] Yes, of course.  An expert in forensic analysis can find files that have25
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been deleted, can find changes -- evidence of changes in the operating system, and1

anti-forensic methods or measures which -- are those which allow somebody with2

bad intent to make changes.  If we find changes of an operation, I don't think that's3

anti-forensic, but I can't confirm that for one of them, but for two of them I can see4

that the files were created and were deleted but that no original file was altered.5

Q.   [14:50:24] If I can refer you to your analysis, and instead of referring to6

witnesses, I'm going to refer to the disk.  It's .  And if we could7

look at page 0457 of the document we were looking at.  And you note that you found8

activities on the files on five occasions.  And you list 6 February 2015,9

15 February 2016, 22 February 2016, 29 June 2017, and 10 July 2017.10

On 15 February 2016, you note that 1,321 files and 12 indexes were accessed.  That's11

at page 0457 of your report.12

Were you able to identify or was any information given to you regarding the basis for13

that access?14

A.   [14:52:10] No, I didn't get any information.  It was -- these were my scientific15

observations when I was carrying out the analysis.16

Q.   [14:52:22] So then the same would apply, I imagine, to the access dates of 2917

June 2014 and 10 July 2017?18

Sorry, I correct myself.  It should be 29 June 2017 when 341 files were accessed and19

10 July 2017 when four files were accessed.  This is 0460 of your report.20

Would it also be the case that no information was given to you concerning those21

accesses?22

A.   [14:53:08] Yes, I can confirm that I was given no information.  These were my23

observations as I examined the items of evidence.24

Q.   [14:53:21] If we could turn to page 0461 of your report, this concerns a drive25
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given by a different witness.  It's -- the drive was  and you note1

that it was accessed on 18 August 2014, 6 February 2016, and 8 September 2015 (sic).2

Sorry, 6 February 2015.3

And for the -- sorry.4

A.   [14:54:10] You said 18 August 2014, 6 February 2015 and 9 August 2015 --5

Q.   Yes, that's correct.6

A.   [14:54:20] -- is that correct?7

Q.   [14:54:22] Yes.  And if we could turn to page 0463 of your report concerning the8

8 September 2015 access, you note that when you checked, a different hash value was9

generated for two files, so the content of two files had been modified.10

A.   [14:55:00] Yes.  If you take -- I've only got part of this, a summary part of11

the -- but if you take the files, these files have no relationship to the items of evidence12

themselves, they're system files.  So they're not cut into this hard disk, on a number13

of occasions will have had files created initially and then amended.  But they have14

no value in terms of item of evidence.15

Q.   [14:55:47] Now these two files are listed at page 0463, they have -- it's, I think,16

there's one which is a $TxfLog.bfl and the other one has a much longer17

$TxfLogContainer with several zeros and a 1.18

Before reaching your conclusion, did you look up what these files are?19

A.   [14:56:27] Of course.  These are files which are of size of zero bytes, so they're20

completely empty.  They're system files which give indications to the operating21

system.  So it's quite possible that at a given time these files were effectively an22

access key used by the operating system.  So I analysed them and they were of no23

interest to my type of analysis as requested, nor to the elements of evidence.24

Q.   [14:57:13] Now, given that your analysis is not set out in the report, did you25
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consider whether these system files might have introduced an element of corruption1

or impacted upon the operation of the files?2

A.   [14:57:43] No, because if that had been the case, the report would have3

mentioned it and would have explained the modifications that would have been4

made to the evidentiary item.5

If I can conclude rapidly here, I would remind you that what I said was I compared6

the original, the original copy with the forensic copy, the digital forensic copy, and I7

saw that no file from the original item had been modified in terms of content.  So,8

those that have been changed over time are linked to the operating system and are9

not relevant to the analysis. If that had been the case, then there would have been10

a report of this in my full report.11

PRESIDING JUDGE MINDUA:  [14:58:43](Interpretation) Ms Taylor, we are still in12

private session.13

MS TAYLOR:  [14:58:48] (Overlapping speakers) No, we should be in open session.14

We can go into open session is what I mean.15

PRESIDING JUDGE MINDUA:  [14:58:54](Interpretation) Court officer, if you would16

be so kind, public session, please.17

(Open session at 2.59 p.m.)18

THE COURT OFFICER:  [14:59:09] We're in open session, Mr President.19

PRESIDING JUDGE MINDUA:  [14:59:12](Interpretation) Thank you very much.20

MS TAYLOR:  [14:59:19]21

Q.   [14:59:19] If we could turn to page 0465 of your report, this concerns the SD card,22

your analysis of it.  That's MLI-OTP-0041-0577.  And you wrote that it appeared23

that 13 files had been accessed.  Were you provided with a log explaining the dates24

and reasons for access?25
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A.   [15:00:05] No.  Once again, I base myself on the evidentiary items.  So it was1

probably on this occasion as well that I discovered that the files had been accessed,2

because once again, I compare the date on which the evidentiary item was in the safe,3

and if I find there's a date of access or dates of access which are different - which are4

subsequent to the seizure of the evidentiary item or the capture of the evidentiary5

item - then it's different.6

But I had -- there's a -- it means that there's a problem with it then.  But I had no7

indication of this, it's just the work that's carried out.  The expert checks8

the evidentiary item that he's going to work on.9

Q.   [15:01:04] And for this SD card, because there was no forensic copy, it wasn't10

possible to compare hash values, was it?11

A.   [15:01:19] So that's true, that's what's indicated in the report.  So in the absence12

of a reference I was not able to check the hash values.  However, the dates that were13

modified or amended refer to the access.  It's not about the date of modification or14

the creation -- well, I have to check creation, to be honest.  But certainly with regards15

to the modification of the files, that's normally the date at which the file was created16

on the drive.17

Q.   [15:01:56] If we could turn to MLI-OTP-0050-0729, tab 14 on the Prosecution's18

list.  This is November 2017, you were asked to make a forensic copy of call data19

records that had been received from Orange, Mali, in January 2016, and they were20

registered on a CD, MLI-OTP-0031-0625.21

Do you recall if they were received as Excel sheets?22

A.   [15:03:13] No, I don't remember.  So what was asked was to get a DVD, which I23

think was provided by the authorities, the Malian authorities, yes, by the Malian24

authorities from Orange, Mali.  And now what exactly is on the CD, that's -- I didn't25
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check that.1

What we checked at that time - when I don't receive any additional request - we carry2

out a forensic copy, which is available.  We make a forensic copy.  So that's3

a duplication of the original and we extract the files therefrom so that they can be4

worked on by the investigative teams, by the Office of the Prosecutor, by the Defence,5

or even by the Chamber.6

But I don't look at the content.  So I wouldn't be able to tell you, unless perhaps I7

look at the list, the extraction list, then I could say that they were Excel files, but8

I don't know exactly what it is.9

Q.   [15:04:28] On a general level, Mr Witness, are you able to confirm that Excel is10

a modifiable format?11

A.   [15:04:42] Indeed it is, that's correct.12

Q.   [15:04:46] Now, this DVD that came from the Malian authorities, do you know if13

it came directly from the telecom service provider or if it was transmitted via a third14

party, for example, the Malian minister of justice?15

A.   [15:05:18] I can't answer that question.  If I look at the introduction, you can see16

that it was asked to create a copy, a forensic copy of the DVD containing telephone17

logs, which would've been from Orange, Mali, which were registered under18

a particular ERN number.19

That's it.  We carry out the work with this forensic copy, and, in general, the chain of20

custody, if I'm not there when it's -- when it's collected, then for me it starts at the21

moment when I get it from the safe.22

Q.   [15:06:01] Mr Witness, in light of your background in telephone surveillance,23

were you involved at all in analysing the CDRs?24

A.   [15:06:24] You mean, the analysis of the files on this specific CD?  No.  Not25
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that I remember, but no.1

Q.   [15:06:38] Did you ever make suggestions concerning investigative steps that2

should be taken to ascertain the reliability of the CDRs?3

A.   [15:07:00] I'm sorry, I don't understand the question.  If the question is whether4

I participated in the work on the CDs, no.  With regards to the evidence on the CD,5

no.  Did I provide explanations with regard to how we worked in order to find data6

that could not be questioned? Of course, that's something I did.  I've already said7

that we've had to avoid using Excel formats because Excel can be modified.8

Now, you have to understand that when it's on a CD and you have the original file as9

was provided by the telephone operator, then I would say that the modifications can't10

be done anymore.  You have a forensic copy and there, you would have to go back to11

the original, but I don't know if that answers your question.12

Q.   [15:08:00] No, Mr Witness. I was asking you, given your background working13

with CDRs and telephone surveillance, did you ever make suggestions to14

the Prosecution concerning specific investigative steps that could be taken to ascertain15

the reliability of the CDRs?16

For example, requesting certain information from Orange, Mali?17

A.   [15:08:47] Not that I remember.18

Q.   [15:08:48] If I could refer now to tab 15 on the Prosecution's list of exhibits, it's19

MLI-OTP-0051-0116.  This concerns data given to you on a pen drive, and you note20

in your report that you weren't given any chain of custody information.21

A.   [15:09:39] Well, here, this is an item which was registered in a bag or a sachet, an22

evidence bag, but upon which there was no indication on it.  So I don't why, or I23

have no idea why it was done like that.  Had it been correctly filled in, yes or no?24

That is not up to me.25
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Now, having said that, the item was dealt with as an item should be, an exhibit1

should be, taking into account the relevant precautions such that the item could not2

be modified and making it accessible.3

But with regards to the chain of custody, it was registered in the safe, so4

the Information and Evidence Unit of the Prosecutor was dealing with that, and that's5

where the chain of custody starts.  So on the envelope that I had, on the back, there6

was no indication other than an ERN number.7

Q.   [15:10:53] Do you recall if this drive was encrypted?8

A.   [15:11:06] I can't answer that question, because I didn't analyse it.  What9

happens is that you create a forensic copy and afterwards, I extract the file.  If it had10

contained malicious files, then I would have detected them.  The system would have11

detected them.  However, if it wasn't asked of me, then I would have just extracted12

the data on it and I would have -- I would have -- a unique ERN number on it.13

I didn't check the content of the file.14

Q.   [15:11:51] So I'm going to understand from that that you would not be able to15

tell us today whether it was raw data or Excel sheets?16

A.   [15:12:04] No, I couldn't tell you that.  If I just look at the annex in the report,17

what contains the logical extraction of the file, so on the basis of files that are18

mentioned, I can read that to you.19

But here, I don't even know.  It's -- you're talking about a USB stick, pen drive, 32GB.20

See, a USB stick, which could have thousands and thousands of files, it would be21

impossible for me to memorise what type of files are on the drive.  I can only answer22

the question from where I'm specifically asked a particular file, and then I could23

remember it.  But just like that.  I receive files.  I receive the container.  I make24

a forensic copy.  I extract the files so that they can be worked on by people working25
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on the case.  I'm not working on the case in question, however.1

Q.   [15:13:01] If we could turn to tab 7 on the Prosecution's list of exhibits, it's2

MLI-OTP-0069-5868.3

And I think we'll have to go into private session very briefly.4

PRESIDING JUDGE MINDUA:  [15:13:35](Interpretation) Court officer, private5

session, if you would be so kind.6

(Private session at 3.13 p.m.)7

THE COURT OFFICER:  [15:13:53] We're in private session, Mr President.8

PRESIDING JUDGE MINDUA:  [15:14:00](Interpretation) Thank you very much.9

Ms Taylor.10

MS TAYLOR:  [15:14:03]11

Q.   [15:14:05] Do you recall meeting someone, ,12

him in person?13

You address this at page 5889 of your report.14

A.   [15:14:35] Yes, it's correct.  There's a report which explains the entire15

methodology that was followed on that occasion.16

Q.   [15:14:44] I believe we can go into open session.17

PRESIDING JUDGE MINDUA:  [15:14:52](Interpretation) Open session, if you18

would be so kind, court officer.19

(Open session at 3.15 p.m.)20

THE COURT OFFICER:  [15:15:08] We are back in open session, Mr President.21

PRESIDING JUDGE MINDUA:  [15:15:13](Interpretation) Thank you very much,22

court officer.23

Ms Taylor, please continue.24

MS TAYLOR:  [15:15:17]25
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Q.   [15:15:18] Mr Witness, if you could help me understand what happened.  You1

met this person.  He had a hard drive and you had a hard drive, and that was2

connected to a computer.3

And if you say yes, please say it for the record.  I saw you nodding.4

I think you have to say yes for the record.5

A.   [15:15:43] Yes, but I'm listening to your question first, but indeed, I'm6

confirming that.  If I -- I can explain the methodology which was applied at the time.7

So indeed I was asked to meet this person and this person didn't want to provide8

the hard drive.  So he had his hard drive with him, but he didn't want to hand it over.9

But he wanted to give over the files that he had and some files only.10

And so I had my computer and I had a hard drive, a clean hard drive, which had been11

prepared for the needs of the case.  And, I can go into the technical details if you12

want, because when you buy an external hard drive on the market, it contains or it13

can contain information.  So when I took back a clean disk, this means that this is14

a disk where every trace of use has been removed.  So it's never been used.  It's just15

been used by myself to make a completely clean drive without any existing files at all.16

Q.   [15:16:56] So, during this session, he opened certain photos.  Now, as a result of17

opening this -- these photos, did this create temporary files?18

A.   [15:17:17] Yes.  The process is a bit different to the summary that you're making,19

but, basically, some files are in directories and subdirectories.  He himself -- there20

was a request for a complete file, so he wanted to see what the items were that had21

been communicated, saying:  This file, I can communicate it.  And this one doesn't22

concern the case and I'm going to remove it.23

So, he was -- he looked at these files on the basis of the hard drive, which I had made24

available to him.  So that created temporary files.25
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Now these temporary files are in the annex.  They are completely registered in1

the safe, but it's not useful at all to physically append them to the item which you're2

going to work on, because that's just going to make the process more difficult.  And3

these items are temporary files, but they are available to all the parties in order to4

check them, if necessary.5

Q.   [15:18:36] I had a question, Mr Witness, if the Defence were to access these6

temporary files, would we be able to see photos or videos that the witness opened but7

decided not to give over?8

A.   [15:19:05] No, you couldn't.  You couldn't for the simple reason that, following9

the process, I did what was -- I made what was called a logical copy, because it wasn't10

useful to recover the files.  It would be contrary to the intention. So I made what11

we call a logic copy of the file, which means what was not deleted -- or the system12

files, these system files were existing on the drive, they were logically copied.  So13

even if you have access to it, you have no information that the witness did not want to14

communicate to the Court.15

Q.   [15:19:49] When you met this individual, do you recall if he indicated that he16

filmed all the videos except for some, which he identified in his statement?17

A.   [15:20:12] I can't confirm or deny that.  I was responsible for the technical part.18

I was working with an investigator who I think had taken an interview, and I would19

ask you to refer to that interview.  I have no recollection whether he made that type20

of indication as to whether he filmed the material.  He had a video, he wanted to21

communicate it.  I can't even tell you if there were photos or videos, but the material22

that he communicated is something that -- is what I recovered and that is in23

the evidence.24

Q.   [15:20:54] If we could turn to page 6054 of your report.  Sorry, this will have to25

ICC-01/12-01/18-T-028-CONF-ENG ET 22-09-2019 75/86 SZ TICC-01/12-01/18-T-028-Red2-ENG WT 22-09-2020 75/86 T
Pursuant to the Trial Chamber X’s directions, ICC-01/12-01/18-789-AnxA, dated 6 May 2020, the redacted version of the transcript is filed in the record of the case.



Trial Hearing                          (Open Session)                        ICC-01/12-01/18
WITNESS:  MLI-OTP-P-0075

22.09.2020 Page 76

be brought up in eCourt I think, because it wasn't printed.1

You analysed MLI-OTP-0069-3574.  Can you see it, Mr Witness, on the screen?2

A.   [15:21:28] Not yet.3

Q.   [15:21:50] Can you let me know when you can see it.4

A.   [15:21:53] Yes.5

Q.   [15:21:53] So you analysed MLI-OTP-0069-3574 and you found that it had6

the same hash value as another video in evidence.  That was MLI-OTP-0012-1542;7

that's correct?8

A.   [15:22:29] From what I can see, yes.  For your information, the file or9

the document you're presenting to me on the screen corresponds to a reference within10

the system, within Ringtail.  It, for me, well, I can't say whether it's an extraction that11

I carried out, I don't know.  But it's -- with some items, I found files that were12

identical within different evidentiary items that you're referring to or among13

the different evidentiary items you're referring to.14

Q.   [15:23:12] Yes.  And you reached the same conclusion for other files.  And if I15

could refer you to 3575, this is, MLI-OT- -- sorry.  I will take you to the page of your16

report so we can bring it up on your screen.  This is 6055 of the report.17

If you could let me know if you could see that.18

Could page 6055 be brought up for the witness.19

THE COURT OFFICER:  [15:25:01] Ms Taylor, would you mind to repeat the ERN20

number of the first page of the report you are mentioning, please.21

MS TAYLOR:  [15:25:09] Yes, certainly.  It's MLI-OTP-0069-5868 at 6055.22

THE COURT OFFICER:  [15:25:26] I'm sorry, but this is not possible.  If the first23

page is 5868, we could not have a page 0655.24

MS TAYLOR:  [15:25:36] 6055.25
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THE COURT OFFICER:  [15:25:39] Thank you very much.1

THE WITNESS:  [15:26:22](Interpretation) I can see the page.2

MS TAYLOR:  [15:26:26]3

Q.   (Microphone not activated) And on this page, did you reach the same4

conclusion?  That is that MLI-OTP-0069-3575 and MLI-OTP-0069-3643 had the same5

hash value as MLI-OTP-0012-153 -- 1543?6

A.   [15:27:00] Yes.  Indeed.7

Q.   [15:27:05] Now, I'm not going to refer to P numbers, but if we can assume that8

the ones referring to 69 refer to one source, and the ones referring to 12 refer to9

a different drive or source.  Do you recall, in your analysis, if there tended to be10

a difference in system modification date and time between the two sources?11

A.   [15:27:55] Well, you can see that there's a difference of three hours that can be12

seen between the two files.  That could be explained quite simply by the dates and13

times on different systems.  I imagine that the files could have been moved and14

copied - depending on the different tables that I've already referred to previously - so,15

in fact, the content is identical.  The only difference is the date of modification, which16

is different.  So this three-hour difference or two-hour difference is important,17

because if, in this case, the file had had seconds of difference, it would have indicated18

a different modification. So here, it's principally about time zones and the fact that19

the files were copied to a different drive and changed between different persons.20

Once again, I wasn't present.  So I don't know how these files could be on different21

sources, because the files of this type here, .MOD, are a format which is mainly22

a proprietary format, and this means that it is not a format which has already been23

worked on again at first sight.24

Q.   [15:29:27] Is it possible to determine from this data which file was created first in25
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time?1

A.   [15:29:49] Well, given that they are totally identical, you have to take the older2

date to see which file was created first on that drive.  So, without a JVC device, it's3

not possible to determine precisely which of the two files was created first without4

a JVC device.5

But these files moved on to different drives and they only are different in terms of the6

time, which is a small difference, and that can be explained by the operating copy or7

different drives.  As I said before, you have different -- you've got FAT33 or it could8

have gone onto the hard drive of a computer of somebody who is involved with these9

files.10

Q.   [15:30:51] Could we turn to page 6057 of your report.  (Microphone not11

activated) Mr Witness?12

A.   [15:31:35] (No interpretation)13

Q.   [15:31:36] Okay.  Here, you identify another file from the 69 source as having14

the same characteristics as a file that the 12 source had provided to the Prosecution,15

but the hash values were different; that's correct?16

A.   [15:31:56] That's correct.17

Q.   [15:31:59] So if the hash values were different, this would mean that one of the18

files had been potentially edited or modified?19

A.   [15:32:15] That's correct.20

Q.   [15:32:18] And again, we have the difference in the hour.  In the absence of an21

internal file creation date, is it possible to determine which is the original file?22

A.   [15:32:40] Once again, the original file would be, most probably, the one with23

the oldest date.24

Q.   [15:32:51] And that would even be the case if the date refers to the system and25
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not the internal file?1

A.   [15:33:04] Yes.  Again, if you receive two drives, one of which has an earlier2

date, you can assume that the timing -- if the timing is correct, that the oldest one3

would be the one with the oldest date, the earliest date.4

However, without a reference or information linked to the internal metadata, it's very5

difficult to give an exact answer to your question.6

Q.   [15:33:36] So if we could just be clear for the record.  When you're referring to7

the date, are you referring to the modification date registered in the file system?8

A.   [15:33:55] Yes, in this case, yes.  But I would have to check.  This is a very9

consistent report. I would have to read this again and look at the original of the files,10

but I can confirm what I've written.  So my answers are contained in the report itself.11

Q.   [15:34:21] But again, just to be clear for the record, if we only have the file12

modification date and not the internal file date and we don't have the original JVC13

device, is it possible to determine with certainty which is the original file?14

A.   [15:34:56] To determine with certainty, no, because we'd  need to look at the15

original equipment and the various drives that have been used, that they've been16

exchanged between various people and, therefore, the earliest date, as we see it, may17

be the most recent.18

But I -- looking at this page, I see that we're only talking about several hours, which19

are totally consistent with the fact that two computers may be working on different20

time zones, giving the same date and time, but in a different time zone, plus zero,21

plus 2 or plus 3.  We're talking here about the date of creation or modification.22

We're talking about data on the final drive.23

So the date is probably similar, as I said, similar or close to the, the creation date of24

this file, but I can't say exactly what that was.25
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Q.   [15:36:15] If the hypothesis is that this time difference is caused by a difference1

in time zones on computers, would that hypothesis stand if the difference changes?2

If it's two hours in some cases and three hours in others?3

A.   [15:36:41] Yes, yes.4

Q.   [15:36:45] (Overlapping speakers) explain that?5

A.   [15:36:50] Yes, yes.6

Q.   [15:36:57] Can you explain how a time zone difference can go from two hours to7

three hours if there's no corresponding change in the time zones?8

A.   [15:37:11] Sorry, I think I had misunderstood your question.  What I explained9

was -- and, I come back to that in each report, I mention the different files that can and10

how they move, and copying it can have an incident on the date or, rather, on11

the hour.12

So this is in the report.  Some operating systems don't take account of seconds, for13

example, so there are updates which are done after a certain time of operation.  In14

this case, the files are the same with a certain number of hours of difference, which15

could -- but one perhaps would have to look at the people who supplied the files.16

One would have to ask them how these files have different time zones.17

So, when the date is the same, the hash value, these are totally identical on the second18

copy.  That's very important.  The fact that there is a difference of two hours, two19

real hours may mean there is a different file system being used.20

Q.   [15:38:48] Again, just to be clear for the record, the videos we were dealing with21

on 6057, the hash values were different?22

A.   [15:39:03] But can we make the page smaller?  I can't answer your question23

because I can only see part of the page.  It's one page of the report.  I think it would24

be better to look at the conclusions of the report, which give a full summary of the25
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evidentiary items.1

Could you please make the page a bit smaller?2

PRESIDING JUDGE MINDUA:  [15:39:35](Interpretation) Court officer.3

THE WITNESS:  [15:39:49](Interpretation) Thank you.4

So, in this case, we are looking, if I recall correctly, at -- hang on a minute.  So we're5

looking at two files which are identical on the same drive, 3577 and 3646.  They are6

the same.  But what I say is this file or these files have the same characteristics as7

another file, which is on 00 -- 0012-1546, which is on 1371, 12-371 (sic), but this file has8

the same characteristics, however.  But the ones on 12-1371 has been modified,9

because -- and thus the hash value is different.10

If you look at the changes -- the first two files, I say that the video is 30 seconds, and11

then I give the size, and it's possible, on the other one, which is on 1371 has a different12

resolution, 640 by 480.  Then that may be an indication there has been a modification.13

MS TAYLOR:  [15:41:38] Can I ask you to slow down for the interpreter.  Sorry.14

We lose the transcript otherwise.15

THE INTERPRETER:  [15:41:50] Thank you, Ms Taylor.16

THE WITNESS:  [15:41:56](Interpretation) I will start my explanation again.  On this17

page --18

MS TAYLOR:19

Q.   [15:42:04] Slowly, please.20

A.   [15:42:05] This page on the screen concerns three different files, one which is21

0069-357 (sic) and one which is 00 -- 0069-3646.22

These are the same in all characteristics and then I add to this in my report a third one,23

0012-1546, which is -- as part of item 0012-1371, which has the same characteristics,24

but the hash value is different, which means that this file has been changed.25
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Q.   [15:43:11] Given the time, I'm going to move on.1

So if we could turn to tab 13 on the list of Prosecution exhibits, that's2

MLI-OTP-0076-0442-R01. And if I could turn to page 0466, where you note different3

users, that's correct?  I think three different users.4

A.   [15:44:09] Yes, exact -- it's correct.  You're referring to the revision of5

the document; is that correct?  Is that what you're referring to?6

Q.   [15:44:21] Well, yes, it's -- the Microsoft Word records the user account being7

made -- used to make modifications, that's correct?  So these would be the three8

accounts that made modifications?9

A.   [15:44:42] No, this type of file counts the number of revisions.  It's a Word10

document.  There were three revisions.  It's changed on multiple occasions, but11

three revisions and it was modified for the final time by this user.  There is no12

reference to other users.13

Q.   [15:45:08] (Overlapping speakers) I apologise.  I think that was actually14

a specific file.  But in your report, do you recall noting different users of this15

particular account or file?16

MR GARCIA:  [15:45:21] (Interpretation) Could we please have the reference,17

Mr President.18

PRESIDING JUDGE MINDUA:  [15:45:27](Interpretation) Reference, Ms Taylor,19

please.20

MS TAYLOR:  [15:45:35] We can come back to it.  We can come back to it.21

Q.   For example, if we go to 0474, you'll see two different users, so to speak.  And22

if we could also look at 0476, this refers to a different entity.23

A.   [15:46:17] Yes, this type of document has internal metadata, and, in the case of24

the first document, only the reference to the user having carried out the final revision25
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is in the file.  So the file that you're showing me now, 0068-4741, there is a reference1

to the user who created the file.2

This information is not consistent.  It isn't in terms of versions or in terms of what3

a file contains in terms of information.  It seems that the version was perhaps created4

later by another version of Word, for example.  That can be found, if one has more5

time and if a file is absolutely crucial for analysis.6

Q.   [15:47:25] Now, Mr Witness, just in general, does your reference to revisions in7

the report, would it reflect the number of times that a file has been saved?8

A.   [15:47:52] The number of revisions indicates revision of the file and a saving9

operation.  But to answer your question, one would have to look at the file in greater10

depth.  And, as you have seen, the simple files that I was asked to analyse have11

produced a report of almost 2,000 pages.12

If I was to go into each file in depth, we'd be talking about 20 to 30,000 pages.  One13

can carry out a detailed analysis for a file, but not for a large number of files.14

Q.   [15:48:49] Mr Witness, I'm just focusing on issues of terminology now.  Now, to15

save a file again, to create a revision that would be recorded, is it necessary for16

a change to take place first?17

A.   [15:49:23] In principle, for this type of file -- I'm giving a general reply -- for this18

type of file, if you open the file, you don't change it but you save it, no date will19

change.  But I would have to do some tests on this, because given the number of20

versions, this type of file editor, it would be very difficult to give an exact answer21

without giving a detailed analysis of the file on the screen.22

But, in general, to get a revision, there needs to be a change to the content of the file23

producing said revision.24

Q.   [15:50:08] If we could turn to page 0468.  This refers to a document or a file25
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with the title MLI-OTP-0068-4692.  If you could let me know if you could see that on1

your screen.  It's the same page.  You put it in the physical version as well.  Sorry,2

in case that's easier for you.3

A. [15:50:43] I can see it on the screen.4

Q.   [15:50:45] You wrote that this file was created on 31 July 2012 and that it was5

subject to 62 revisions by someone designated as "user" and most recently by6

someone designated, and I'm not going to read out the name, and that it was saved --7

A.   [15:51:11] Yes.8

Q.   [15:51:12] -- modified or edited on 30 November 2012.9

A.   [15:51:23] Yes, it was changed, modified, edited on -- indeed, on10

30 November 2012.11

Q.   [15:51:36] So, if 62 changes occurred in this four-month gap, would this mean12

that even if the document has the date of 31 July, it's not possible to know if13

the version that currently exists is the same as the version that existed on 31 July?14

A.   [15:52:12] At this stage of the analysis I was asked to carry out, I can't answer15

your question.  But a detailed analysis of the file would probably make it possible to16

find various copies and various modifications within the file.17

So the version described on the screen is the last registered version, but a more18

detailed analysis would probably allow one to see the various successive steps, but19

whether it would be possible to find all 62.20

But if a file is analysed in this way, it should be possible to find various versions with21

various changes to the content of the file showing the evolution of the drafting of the22

document.23

Q.   [15:53:20] If we could turn to page 0780 of the report.  That will need to be24

shown on the screen.  And this refers to MLI-OTP-0068-4779.  You note that it has25
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a creation date of 14 March 2014, which is not relevant, and a modification date of1

2 January 2013.2

A.   [15:54:51] What you see here on the screen is an extraction from my forensic3

analysis tool, which gives the various metadata or information that can be found in4

the file analysed.  This is a Word document and you can see that there's information5

about its existence and dates of modification, 2 January 2013, 10:22 and 10 seconds,6

UTC.7

Q.   [15:55:34] So if there was a modification date on 2 January 2013, would that8

mean that there was a revision of some type on that date?9

A.   [15:55:50] Probably.  I think one could look a bit lower in the various10

indications there.  But this is probably the latest modification date for11

the file -- modification of the content, I mean here.12

One -- the date could be infinite, but we're talking about the file system, which may be13

affected by the fact that the file may have been moved from directory to directory or14

to sections of the hard drive.15

Q.   [15:56:35] Thank you, Mr Witness.  I have no further questions.16

PRESIDING JUDGE MINDUA:  [15:56:45](Interpretation) Thank you very much,17

Ms Taylor, for having kept to time.18

And now I turn to the witness, because I see in the room nobody seems to be asking19

for the floor?  No.20

Nor do any of my colleagues have questions.21

Mr Witness, the Chamber would like to thank you once again for the help you have22

given by answering the questions so precisely.  Your testimony has now come to an23

end.24

Once again, thank you.25
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(The witness is excused)1

PRESIDING JUDGE MINDUA:  [15:57:48](Interpretation) I would now like to turn to2

the parties, as usual.3

I would remind you of paragraph 34 of the instructions for the conduct of debate and4

the report to be entered into evidence, the items in relation to the testimony of5

the witness here before us today, Witness P-0075.6

I would simply now like to thank everybody, the parties, the participants.  Of course,7

the court reporters and the interpreters, the security officers, and our public audience8

in the gallery and remotely.9

We will now adjourn for today and we will meet again tomorrow at 9.30 in this10

courtroom for the testimony of the ninth Prosecution witness.11

Tomorrow, 9.30, ninth witness.12

I wish everybody a very good evening and the Court is adjourned.13

THE COURT USHER:  [15:59:19] All rise.14

(The hearing ends in open session at 3.59 p.m.)15
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